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Agenda

. Support package overview.

. Get started with the FRDM-K64F*:
- Get resources
- Install required SW and tools
- Prepare hardware
- Build SE050 Plug & Trust middleware
- Run test examples

« pySSSCLI tool
- Evaluate use case examples.

* SE050 Plug & Trust middleware
supports several MCUs / MPUs.

FRDM-K64F is used as an example } {
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EdgelLock SEO50 support package

SEO050 Arduino compatible development kit Supported evaluation MCU/MPU boards

EdgelLock SE050 Plug & Trust middleware Demo codes Documentation

m @ NXP Semiconductors AN12394

3 Got started with SE050 support package

Google Cloud 1 About SE050 support package

-, . g The SE050 support package is a comprehensive set of resources that simplifies design-
4 M Microsoft in and reduces time o market. It offers fibraries for different MCUSs, integration with
i the most common OSs including Linux, Windows, RTOS and Android. It also includes
\ J B Azure Alibaba Cloud example codes for major use cases, extensive application notes and compatble

development kits for i.MX, LPC and Kinetis microcontrollers

The SE050 support package is prepared to demonstrate the latest loT security use cases
such as secure connection to clouds. d

or protection of sensor data, among many others. You can leverage SE050 support
package to simplify the of strong security to meet the ever-
increasing demand for easy-to-design and scalable IoT security.
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EdgelLock SEO50 product variants

ECDSA Yes

Yes

ECDH Yes No Yes Yes
ECC algorithms ECDHE Yes No Yes Yes
ECDAA No No Yes Yes OM-SEOS50ARD
EDDSA No No Yes Yes
ECC NIST (192 to 512 bit) Yes No Yes Yes
ECC BrainPool (160 to 512 bit) Yes No Yes Yes
ECC curves Koblitz (160 to 256 bit) Yes No Yes Yes
Montgomery curve25519 No No Yes Yes
Twisted Edwards (for Ed25519) No No Yes Yes
RSA (up to 4096 bit) No Yes Yes Yes
(T)DES | Yes Yes Yes Yes OM-SEOQ50ARD uses
AES (128-256 bit) Yes Yes Yes Yes the SE050 Type C
TLS KDF, TLS PSK Yes Yes Yes Yes conﬁguration
e - MI-F,-ARE DESFire KDF No No Yes Yes
WiFi KDF (PBKDF2) Yes Yes Yes Yes
OPC_UA KDF Yes Yes Yes Yes
I°C slave Yes Yes Yes Yes
Interfaces I°C master No No Yes Yes
ISO/IEC14443 No No Yes Yes
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Get started with EdgelLock SEO50 support package

How do | get familiar with support package contents?
AN12394 - Get started with SEO50 support package

How do | get started?

AN12396 - Quick start guide with Kinetis K64

AN12397 - Quick start guide with i.MX6UltraLite

AN12542 - Quick start guide with LPC55S69*

AN12398 - Quick start guide to SE050 Visual Studio projects
ANT2450 - Quick start guide with i.MX RT1050*

AN12570 - Quick start guide with Raspberry Pi*

How do | get familiar with OM-SEO50ARD dev kit?
AN12395 - OM-SEO50ARD hardware overview

* Will be published soon. Contact NXP if you need an early version.

FRDM-K64F is used as an example to run your first demo project. The same

MGhe s demo projects are available for each supported MCU / MPU. m
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Get resources
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Get EdgelLock SEO50 support package resources

Get your SE050 Arduino
compatible development kit

6  PuBLIC [EEEETRNSLS s

Choose and get your
MCU / MPU board
(e.g., FRDM-K64F)

EdgeLock™ SEOSD enablement

\_

J

prcstc | andd s[ m;FCM 1
nnnnnnnnnnn | Gpens
EdgeLock SEOSQ
Download SE050

Plug & Trust middleware

a )

NNNNNNNN tors AN12394

Get started with SE050 support package

in and reduces tme to market. It offers ibraris for different MCUS, integration with
the most common OSs including Linux, Windows, RTOS and Android. It also includes

development kts for i MX, LPC and Kinetis microcontroliers.

increasing demand for easy-to-design and scalable loT securty.

Read support package
documentation
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Get your SE050 Arduino compatible development kit

G Go to

OM-SEO50ARD: SE050 Arduino® Compatible

Development Kit

Overview Specifications Suy Documents and Software

Overview

The OM-SE050ARD is the flexible and easy-to-use development kit for the
EdgeLock™ SE050 Plug & Trust product family. It can be used in various
ways for example via the Arduino interface compatible to any board featuring
an Arduino compatible header. including many i MX, LPC and Kinefis® boards.
or via a direct I°C connection.

Scroll down and click on button.

This kit allows evaluation of the SE050 product family features and simplifies
the development of secure loT applications.

More information can be found in the respective Application Note AN12385

Specifications
Supported Devices

Identification and Security

Authentication 4 SE050: EdgeLock™ SE050: Plug & Trust Secure Element Family - Enhanced loT security with maximum fiexisility

Fill-in your shopping basket and place your order.

e Sign-in with your account at the NXP website.

* Ordering is also possible via NXP distributors.

OM-SEO50ARD
Available by July 315t

il
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https://www.nxp.com/products/:OM-SE050ARD

Get your MCU/MPU board

FRDM-K64F: Freedom
Development Platform for

Kinetis® K64, K63, and K24 MCUs

Overview Specifications Buy Documents and Software Get Help

Overview

The Freedom-K64F is an ultra-low-cost development platform for Kinetis®
K64, K63, and K24 MCUs

= Form-factor compatible with the Arduino™ R3 pin layout

= Peripherals enable rapid prototyping, including a 6-axis digital
accelerometer and magnetometer to create full eCompass capabilities, a
tri-colored LED and 2 user push-buttons for direct interaction, a microSD

Scroll down and click on

More ™
Target Applications
Activity and Wellness Monitor

FRDM-K64F
eedom Development Boar

Freedom Dev Board for Kinetis K24 (1 MB Flash), K63 and K64 MCUs

= FRDM-KB4F hardware
= Quick Reference Card
= Additional hardware required: USB A-to-MicroB cable (not included)

1@us
$35.00

* Ordering is also possible via NXP distributors.

Distributor

*FRDM-K64F used as an example. EdgelLock SE050 supports several MCU/MPUs

8  PUBLIC Knowiedge

Choose your MCU / MPU (e.g., FRDM-K64F%)

Go to the MCU/MPU board webpage.

button.

Fill-in your shopping basket and place your order.
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https://www.nxp.com/products/:FRDM-K64F

Get latest version of SEO050 Plug & Trust middleware
¥ Q

EdgeLock™ SEO050: Plug & Trust Secure Element a Go to
Family - Enhanced loT security with maximum .
flexibility

Documentation Tools & Software « Package/Quality Training &
Click on tab.
Embedded Software (2) « ’

BSP, Drivers and Middleware (2)

Plug & Trust MW ;
g e Scroll down to the section.
The *Plug & Trust MW" Software package contains the middleware to support SE050 and targets the

FRDM-K64F, i. MXRT1050, LPC55S, Raspberry Pi, IMX6UL-EVK and...show more

2019-08-1510:56:00 ZIP 61.8 MB se050_mw_v02.10.02

Download 4
w4 ° +Download SE050 Plug & Trust MW,

Plug & Trust MW SD Card Image

The "Plug & Trust MW SD Card Image" package contains the "Plug & Trust MW" softwal O r
pre-installed on a bootable IMX6UL-EVK SD Card Image.

2019-08-01 12:58:.00 .ZIP 2 KB SEO050-PLUG-TRUST-SD-CARD-IMAGE
*Plug & Trust MW: FRDM-K64F, i.MXRT 1050, LPC55S, Raspberry Pi, IMX6UL-EVK and iMX8Q
*Plug & Trust MW SD Card image: IMX6UL-EVK

PR
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Download 4


https://www.nxp.com/products/:SE050

Get latest version of SEO50 Plug & Trust documentation

= N Q

EdgeLock™ SEO050: Plug & Trust Secure Element G Go to
Family - Enhanced loT security with maximum S

flexibility
Documentation « Buy/Parametrics Package/Quality Training ) )
Click on Documentation tab.

Application Note (10) A

7 NemelDeseripton 7 Modliedate Find your document within Application Note, Brochure, User
SE050 Plug & Trust mi e porting guidelines (REV 1) 17 Jul 2019 . .

Bror 40e7ie ANizsEs [Engien Guide page sections, etc.

SE050 APDU Specification (REV2.3) 01 Jul 2019

B PDF 14MB AN12413 [English]

SE050 OM-SE050ARD development kit (REV 1.1) 27 Jun 2019
PDF 23 MB AN12395-OM-SE050ARD_hardware_overview [ English ]
a
SE050 for secure connection to Google Cloud IoT Core (REV 1.1) 21 Jun 2019 | ]
PDF 55MB AN12401-SE050_secure_connection_google_cloud_iot ¢ [ English ]
SE050 Quick start guide for i. MX6UltraLite (REV 1.1) 20 Jun 2019 R d .t t r.tl
PDF 24 MB AN12397-Quick_start_guide_i.mx6ultralite [ English ] ea y O S a °
SE050 Quick start guide for Visual Studio projects (Windows) (REV 1.1) 20 Jun 2019
PDF 7.9MB AN12398-Quick_start_guide_se050_vs_projects [ English]
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https://www.nxp.com/products/:SE050

Install required SW and tools
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Required software and tools

Install the following software tools in your development PC

CMake

An open-source, cross-platform tool designed to
build, test and package software

Python 2.7 32-bit version

A programming language used to generate
scripts that facilitate operation with the MW.

MCUXpresso

A free-of-charge, easy-to-use IDE for Kinetis and
LPC MCUs, and i.MX RT processors

A 4
4\
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Install CMake

%)

A CMake About v Resources v Developer Resources v Download O SN
IS HIRING

Go to

Get the Software

You can either download binaries or source code archives for the latest stable or previous release
or access the current development (aka nightly) distribution through Git. This software may not be
exported in violation of any U.S. export laws or regulations. For more information regarding Export
Control matters please go to https:/Anww kitware.com/legal.

K Purchase support

@ Join the mailing list
CMake success stories
&7 Attend a training course
% 5
m Buy the book

Stay updated

Kitware provides training sessions on CMake on a regular basis. If you are interested, please
register. Kitware provides support for your CMake project such as migration from other tools to
CMake, auditing of existing CMake-based project and training. You can always contact kitware for
more information regarding CMake. If you want to get regular updates or more information
regarding CMake services please leave us your email

Scroll down and select your binary distribution.

Latest Release (3.15.2)

The release was packaged with CPack which is Included as part of the release. The sh files are self extracting gziped tar files. To install a .sh file, run it
ed tar

with /bin/sh and follow the directions. The O5-machine.tar.gz files are gziped tar files of the Install tree. The OS-machine.tar.Z files are compr
files of the Install tree. The tar file distributions can be untared In any directory. They are prefixed by the version of CMake. For example, the Linux-
X86_64 tar file is all under the directory cmake-Linux-x86_64, This prefix can be removed as long as the share, bin, man and doc directories are moved
relative to each other. To bulld the source distributions, unpack them with zip or tar and follow the instructions in Readme.txt at the top of the source
tree. See also the CMake 3.15 Release Notes, Source distributions:

13

Platform

Unix/Linux Source (has \n line feeds)

Windows Source (has \n\n line feeds)

Files

cmake-3.15.2.tar.gz

cmake-3.15.2.tar.Z

cmake-3,15.2.2ip

|89 Moo Sotup |88 wstalt Options - X o CMate Setup - X
Binary distributions: End-User License Agreement Irstl Opons Destination Folder
Welcome to the CMake Setup Wizard e 10 h oo s ek rlly Choose s e taling ke 3,140 A
platform Files
s By it Ok does ot 1 ey 1o e s PATH T

I Windows wing4-x64 Installer: Installer tool has changed. Uninstall CMake 3.4 or lower first!

cmake-3.15.2-win64-x64.msi

Windows win64-x64 ZIP

Windows win32-x86 Installer: Installer tool has changed. Uninstall,

Windows win32-x86 ZIP cmake-3.15.2-win32-x86.zip ons. (7] Creata Otake Desktop fcon
Mac OS X 10.7 or later cmake-3.15.2-Darwin-x86_64.dmg

cmake-3.15.2-Darwin-x86_64.tar.gz

_64.tar.g e [ e o [ s [ = ()
Linux x86_64 cmake-3.15.2-Linux-x86_64.sh
B o sov - X | [ oknsenm - e s = x
cmake-3.15.2-Linux-x86_64.tar.52
Ready o nstal CHake ataling CMake
b A » Completed the CMake Setup Wizard
Download verification

Role Files A

Cryptographic Hashes

PGP sig by 2D2CEF1034921684

PUBLIC

.4 or lower first!

cmake-3.15.2-5HA-256.txt

cmake-3.15.2-SHA-256.txt.asc

Mobile °.
Knowledge

Training

cmake-3.15.2-win64-x64.zip

cmake-3.15.2-win32-x86.msi

‘et Wieard wi ik Cske on your comeuts. Ok
et 1o centioge o Cance 10 e the Seup W,

-L

8 CMoke Setup -

[cMiake - Cross Platform Makefle Generator
{Copyright 2000-2018 Kitware, inc. and Contributors
[Al rights reserved.

[Redstrbution and use in source and binary forms. with or without
fmodification, are permited provided that the following conditions
fare met:

1 Redistrbutions of source code must retain the above copyright
notice, this kst of conditions and the folowing disclaimer.

()00 60t 348 ke to the system PATH
(9404 sk ta the system PATH for ll users

Ak Gk 1o the system PATH fox the curent s

Follow the setup wizard until the installation is completed.

Copregram Fles o

Sttngs. Clck Cance 1o et the wezad.

Swhus: Copying new fles

Chck the Fsish bulton o e the e Wt

s ] e
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https://cmake.org/download/

Install Python

& python

Go to

About Downloads Documentation Community Success Stories News Events

Python 2.7.15

Release Date: May 1, 2018

Download Python v.2.7.15 32-bit version.

Python 2.7.15 s a bugfix release in the Python 2.7 series
Note:

Attention macOS users: as of 2.7.15, all python.org macOS installers ship with a builtin copy of OpenSSL. Additionally, there is a new additional installer variant for macOS 10.9+ that

includes a built-in version of Tel/Tk 8.6. See the installer README for more information.

+ Full changelog for 2.7.15rc1
+ Full changelog for changes between 2.7.15rc1 and 2.7.15

Follow the setup wizard until the installation is completed.

Version Operating System  Description MDS Sum FlleSize  GPG

Gzipped source tarball Source release 0451b3440219a1f6923fefdabde63342 17496336 SIG

X2 compressed source tarball Source release 280a€3cC4T8460b9222421a3a1b4094d 12642436 SIG

MacOS 64-bit/32-bit installer Mac 0SX forMac OSX10.6and later  9acBc851501471679f213addd 1 7d96e 25193631 SIG

Macos 64-bit installer Mac 05X for 05X 10.9 and later 223b71346316C3ecTa8dcabif5476084 23768240 SIG 8 ythn 22.15 Seup X | | @oython21.15 senp X | [ pyhon 2215 Seup X {89 Python 2715 Set % §
Windows debug information files Windows 4c61ef61d4c51d615che751480be0118 25079974 SIG ’ mmgg“:‘":;m:"’" 2715 Select Destination Directory Customize Python 2.7.15 Complete the Python 2.7.15 Installer

B - the way you want features to be instaled.
Windows debug information files for 64-bit binaries Windows 680bf74bad3700e6b75684a56720949 25658214 SIG
£ Please select 2 drectory for the Python 2.7.15 fies. u"“f““l‘:"“""’""“"”"""""‘“
windows heip file Windows 297315472777128368b052beT34bazee 6252777 SIG et or ¥ e . P TR
Windows x86-64 MS! installer Windows for AMD64/EM64T/x64 0ff24428652219a37b916b361eebcs52 20246528 S| ) Intal just for me (not avalable on Wincows Vista) el i
— — Mark Hammend, without whose years of fresly
Windows x86 MS! installer Windows 023e49c9bas4914ebe05ca662a93Fe 19304448 SIG shared Windons expertise, Python for Windows
wouid s e Python for DOS.
2Tt sune
x-1Add python.exe to Path v
Python Interpreter and Librarles
About et s ity Srsrzo St News python python python python
for e o TS fosture requires 27MB on your hard érve. It hes ‘
Appiicaions Alreleases Docs munity Survey Ars Pyhon News windows windows windows Hibsslpedidasaia i windows kol
Quotes. Source code Audio/Visual Talks rsity. Business PSF Newsletter
B2k Cancel < fack Cancel Disk Usage. Advanced <sck [ Net> | cnce < Bk Cancel

Getting Started Windows Beginner's Guide ing Lists Education Community News

Help Mac0s X Developer's Guide IRC Engineering PSF News

Python Brochure Other Platforms FAQ Forums Government PyConNews

License Mon-English Docs PSF Annual Impact Report Scientific

Events Alternative Implementations  PEP Index Python Conferences Software Development Contributing Make sure you dOWﬂload Python V271 5 32 blt VerSlOﬂ Python V3 |S
S B not yet supported and neither is the 64 bit ) |
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https://www.python.org/downloads/release/python-2715/

Install MCUXpresso
= N@ a

MCUXpresso Integrated Development
Environment (IDE)

Overview Documentation Downloads Development Tools Training & Support
Overview

The MCUXpresso IDE brings developers an easy-to-use Eclipse-based development environment for
NXP® MCUs based on Arm® Cortex®-M cores, including LPC and Kinetis® microcontrollers and i.MX
RT crossover processors. The MCUXpresso IDE offers advanced editing, compiling and debugging
features with the addition of MCU-specific debugging views, code trace and profiling, multicore
debugging, and integrated configuration tools. The MCUXpresso IDE debug connections support
Freedom, Tower® system, LPCXpresso, i.MX RT, and your custom development boards with industry-
leading open-source and commercial debug probes from NXP, P&E Micro®, and SEGGER®.

MCUXpresso-IDE Block Diagram

MCUXgresso IDE BLOCK DIAGRAM
IDE
Eciipse Framework for C/C++. extendible with many plugins
Integrated MCUXpresso Config Tools ~ Pins, Clocks, Peripherals

Quickstart Support for Pevpneral | Powss
Panel SDK and View Measuremant
LPCOpen for =
Advanced  ARM* Cortex*M || Combined 7
Buld Steps Forerbe o W || Instucion SWO Trace!
P."'W"ﬂwd"m Trace Profiing
New Linker and
Project Meomory Data FreeRTOS Kemel
Wizard Configuration Watching Avareness
I ARM GCC | ! ARM GDB ]
newit Redlib
e cmsis0AP | pae | SEGGER
a ot
L]
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Go to

MCUXpresso IDE

License Keys Motes

Download MCUXpresso IDE v.11 installer.

Follow the setup wizard until the installation is completed.

© Download Help

Show All Files =

[ | = File Description + FilesSize ¥ File Name
] + meowpressoide-11.0.0 - Linux

] + MCUXpressolDE_11.0.0 - MAC

(] 4+ MCUXpressolDE_11.0.0 - Windows

Download Selected Files

Please, make sure you allow the installation of the additional
drivers required by MCUXpresso during the installation process

3126 MB ¥ mcuxpressoide-11.0.0_2516 x86_64 deb bin
TIT.TMB & MCUXpressolDE_11.0.0_2516.pkg

735.4MB 4 MCUXpressolDE_11.0.0_2516.exe

3 Files

rFY
-
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http://www.nxp.com/mcuxpresso/ide

Build SEO50 Plug & Trust middleware
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Unzip SEO050 Plug & Trust middleware

Create folder to unzip SE050 Plug & Trust

Unzip SEO50 Plug & Trust middleware into a folder

middleware in C:\ * named simw-top**

g 1 B = | DriveTools  Local Disk (C:) OB E= | smwtop
- Home Share View Manage Home Share View
<« v A & > ThisPC > Local Disk (C) « R |J| » ThisPC » 05(C) » sel30_middleware » simw-top -
~
= Pictures Name Date modified Type Size ~ MName Date modified Type Size
» Music 3 Quick access -
i © Intel 2/25/2019 4:12 AM File folder B Desktop - |  akm 4/15/2019 210 PM  File folder
- Projects L p 3/7/2019 1:28 AM Filé folder ‘ Downlonds » |J, binaries 4/15/2019 2210 PM File folder
B Vid ' ) !  demos 4/15/20192:10PM  File folder
ideos ~ PEMicro 3/7/2019 1:34 AM File folder © D
oy AR — ool ocuments *  doc 4/15/20192:10PM  File folder
3 o 1 .
4@ OneDrive R _e geet =] Pictures + e 4/15/2019 210 PM  File folder
 Program Files 3/11/2019 4:05 AM File folder & figures ] hostiib 4/15/20192:10PM__ File folder
= This PC  Program Files (x86) 3/11/2019 3:28 AM File folder S I oo e e 4/15/2019210PM _ File folder
"3 3D Objects " Projects 3/11/2019 6:17 AM File folder ) PTFs 2019 | projects 4/15/2019 2:10PM  File folder
m Desktop  Python27 3/11/2019 4:53 AM File folder B top  pycli 4/15/2019 2:10 PM  File folder
opIcs
—— | 5050_middleware « 3/11/2019627AM  File folder F | scripts 4/15/20182:10PM  File folder
& Diwilicads . Users 2/25/2019 5:06 AM File folder iz MobileKnowledge |J, 555 4/15/2019 2:10 PM File folder
i © Windows 3/11/20193:38 AM  File folder I This PC L] tools IEEEIOR FlErola
usIc . _— B B
Recovery 2/25/201912:46 PM  Text Document 0KB B 30 Objects i e CATENDELECN] Tt Dram: AL
= Pictures ) EULA.pdf 4/11/2019%:43 AM  Adobe Acrobat D... 131 KB
B Videos B Desktop PlugAndTrusthMW. pdf 4/11/20199:43 AM  Adobe Acrobat D... 1,978 KB
2 Local Disk (C) Documents README.First.bxt 4/11/20199:43 AM  Text Document 2KB
cal 3
B 4 Downloads Third Party License.pdf 4/11/2019%:43 AM  Adobe Acrobat D... 316 KB
« USBDISK () b Music version,_info bt 4/11/20199:43 AM  Text Document 1KB
~ USB DISK (E:) [&=] Pictures

se050_mw_v02.10.02

* The shortest path possible and without spaces in it is recommended Uﬂi\p Contems
**simw-top: secure interface middleware top-level directory
The naming is not strictly needed, but it is used in the rest of the presentation
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SEO050 Plug & Trust middleware folder structure

v simw-top
» akmn
» binaries
» demos
» doc
> ext
» hostlib
> projects
» pycli
» scripts
» 555

tools

>

simw-top_build

18
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A software stack designed to facilitate the integration of NXP security
ICs (A71CH, SE050) into your MCU or MPU.

Akm: Android Keymaster

Binaries: Pre-compiled FW for command line interface and VCOM software
Demos: Demo code examples

Doc: HTML documentation

Ext: External libraries

Hostlib: Source folder of the host library
Projects: MCUXpresso projectsd

Pycli: command line client

Scripts: Helper compilation scripts

Sss: SSS api source code

Tools: Compile MW dll library
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SEO050 Plug & Trust code documentation

m MW  voz1002  TOC~ Page ~ « Contents 1.1. Folder Structure »

Plug & Trust
MW

1. NXP Plug & Trust
Middleware

1.1. Folder Structure

1.2. List of Platform
Prerequisites

2. Changes

3. Plug & Trust MW Stack
4. Building / Compiling
5. Demo and Examples

6. Plugins / Addins

7. CLI Tool

8. Appendix

Search:

Search

1. NXP Plug & Trust Middleware

The NXP Plug&Trust Middleware documentation covers following Secure Elements.

Setting up SE050 development environment for :

The code documentation is an HTML file created using the Sphinx
documentation generator tool.

* 5058 (Including variants A, B and C)
* A71CH (Limited support)

Go to simw—-top\doc folder

s IMX6UL, iMXSMQ - Linux

» Freedom K64F, .MX RT 1050, LPC55S - FreeRTOS,/Without RTOS
* Hikev 960 - Android

* Raspberry-Pi 3 - Raspian Linux

* Windows PC(Visual Studio)

Double click in the index.html file

Documentation also covers:

s Executing Demos and Examples.

» Setting up and executing Demo Examples.
Additional Documents:

* MCU/RTOS: https: //www.nxp.com,/docs/en/application-note/AN12306-

Quick_start_guide_kinetis_k64.pdf

Navigate through the different document sections

* MPU/Linux: https://www.nxp.com/docs/en/application-note/AN12397-

19 PUBLIC

» 1.1. Folder Structure
» 1.2, List of Platform Prerequisites

W Mobile °.
Knowledge

¢ Using the ool to configure the secure Element for the Demos. 1 1 i 1
. ISJettiigup(‘il];iiTND{;ndKiniltlis lzreedomboartistobeusedx\‘?ﬂltheCLITool_A/e A browser Wlth the dOCumentathﬂ |aﬂdlﬂg page W||| Open

using the left-hand side menu

Quick_start_guide_i.mx6ultralite.pdf

* Windows: https://www.nxp.com/docs,/en/application-note/AN12398-

Quick_start_guide_seo50_vs_projects.pdf

More details regarding SEo50 and other detailed application notes can be found at
https://www.nxp.com,/products/:SE050

The primary audience of this HTML documentation are
programmers, developers, system architects and system
designers.
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Build SE050 Plug & Trust middleware platform projects

'R | = | simw-top

Home Share View

= “ v ThisPC » 05(C) » se050_middleware » simw-top
figures |2 Name
D Music »
- akm
Frojads  binaries
& Videos * build
@ OneDrive ~ demos
.~ doc
= This PC 1 et
3 3D Objects ~ hostlib
m Desktop .~ nxp_iot_agent
Documents projects
. pydli

& Downloads

D Music

= Pictures

. scripts
sss

. tools

B Videos
% Local Disk (C:) E
. USB DISK (E)

+ Folder with Env_setup.bat and

create_cmake_projects.py scripts

| README First

version_info

= USB DISK (E:)

Mobile

20 PUBLIC RPN s

SE050 Plug & Trust middleware includes scripts to automatically
generate build projects:

(Env_setup.bat

Scans for installed toolchains / build environments,
sets variables and adds them to the path:

IDE: MCUXpresso tools folder

JAVA_HOME: Java bin folder

PYTHON_DIR: location of Python 2.7

CMAKE_DIR: location of CMake

.

~\

é .
Create_cmake_projects.py

Creates a build folder for each detected buildable
platform and the toolchains

.

N2
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Build SEO50 Plug & Trust middleware platform projects (ll)

EX Command Prompt

Microsoft Windows [Version 18.86.17134.765]
{(c) 2618 Microsoft Corporation. All rights reserved.

— |

C:\Users\Jordi Jofre>cd C:\seB58 middleware\simw-top\scripts ‘ ‘
C:\se@58 middleware\simw-top\scripts>renv_setup.bat ‘

C:\se@58 middleware\simw-top\scripts>create cmake projects.py
Could not find '"C:\opticmake\bin‘cmake.exe’'. Assuming 'cmake.exe' is i

H#Homake -DApplet=SEB%8 C -DCMAKE BUILD TYPE=Debug -DHost=PCWindows -DHos
Building for: Visual Studio 15 2817

Selecting Windows SDK version 18.86.17763.86 to target Windows 16.8.174

The C compiler identification is MSVC 19.16.27827.1
The CXX compiler identification is MSVC 19.16.2
-- Check for working C compiler: C:/Program Files
/bin/HostxB86/x86/cl.exe
-- Check for working C compiler: C:/Program Files (x86)/Microsoft Visus
/bin/Hostx86/x86/cl.exe -- works
-- Detecting C compiler ABI info
-- Detecting C compiler ABI info - done
-- Detecting C compile features
-- Detecting C compile features - done
-- Check for working CXX compiler: C:/Program Files (x86)/Microsoft Vi
23/bin/Hostx86/x86/cl.exe
-- Check for working CXX compiler: C:/Program Files (x86)/Microsoft Vis
23/bin/Hostx86/x86/cl.exe -- works
-- Detecting CXX compiler ABI info
-- Detecting CXX compiler ABI info - done
-- Detecting CXX compile features

*tudio/2617/Community/VC/Tools/MSVC/14.16.27

dio/2017/Community/VC/ (MSYC /1

pod

&TRUST



Check SEO050 Plug & Trust build folder

I = | se050_middleware

Home Share View

- < A > ThisPC > OS(C) > se0S0_middleware Top folder with unzipped SE050 Plug & Trust MW
Mame a ate modified
#F Quick access - X . .
O rvtop w Generated build-folder with platform projects
fa MobileKnowledge 9 simw-top_build 23-Aug-19 4:00 PM

[ This PC

y Open
) folder

» ThisPC » O5(C:) » sel50_middleware » simw-top_build

Mame [Date modified

g W Generated MS Visual Studio projects
. 18-Jul-19 5:28 PM

openssl_x26
v I This PC =0 w MCUXpresso build folder
) ) simw-top-eclipse_arm 02-Aug-19 5335 PM
> _J 3D Objects
> [ Desktop

v 3 CQuick access

> g MobileKnowledge

simw-top-eclipse_x26 23-Aug-19 3:57 PM

NA
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Prepare HW
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OM-SEO50ARD kit contents

OM-SEO50ARD board

A flexible and easy-to-use development kit for evaluation
of the EdgelLock SE050 Plug & Trust product family.

OM-SEOS50ARD leaflet

A short quick start guide describing OM-SEO50ARD
headers and jumper configuration

Male connectors
Four spare male connectors in case your host MCU

does not included soldered Arduino header pinout.
X
A
EUEI&TRUST

Connector for direct 12C connection
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Hardware setup for FRDM-K64F

OM-SEO50ARD board Disconnect the boards from your laptop
(in case you have them connected).

, Connect the OM-SEO50ARD board on top of the
Arduino male FRDM-K64F using the Arduino headers.

connectors

Double check that the two boards are connected as below:

OM-SEO50ARD board

5 ,,,w( 15 0 510 G FRDM-K64F board
E W R EERE R ! '. ¢ |
=
FRDM-K64F board \ ¥ 4
4\

* B H H : . . . ~ . . .
o5 PUBLIC Knowiedge Check AN12396-Quick start guide with Kinetis K64 for details about OM-SE050ARD jumper configuration &TRUST



Prepare MCUXpresso
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Get FRDM-K64F SDK

NXO MCUXpresso SDK Builder

A SDK Dashboard

GENERAL

¥ Select Board

Q, Explore

ADMINISTRATION

A Notifications

Q@  Preferences

DOWNLOADS

[l MCUXpresso IDE

£& MCUXpresso
Config Tools

s m

INTERNAL

i Releases Information

? Hardware Releases

Select Development
Board

Search for your board or kit to get started.

Search by Name

Search...

Select a Device, Board, or Kit
¥ Boards
¥ Kinetis
EVK-K32H844P
FRODM-K22F
FRODM-K28F
FRODM-K28FA

FROM-K32L3A6

FRDM-K66F

FRDM-K82F

Name your SDK

Hardware Details

Board FRODM-KE4F
Device MKE4AF12
Core Type / Max Freq Cortex-M4F /
120MHz
Device Memory Size 1024 KB Flash
256 KB RAM
Actions

Build MCUXpresso SDK
Explore selection with Pins tool

@ Explore selection with Clocks tool

Generate a downloadable SDK archive for use with

MCUXpresso tools:

Go to

Click Build MCUXpresso SDK button

Select FRDM-K64F board from the drop-down list

In the next screen, click Download SDK button

This MCUXpresso SDK configuration is available for direct download

SDK_2.6.0_FRDM-K&4F Archive Name

Download SDK SDK_2.5.0_FRDM-K64F (1)

Don't use: [EREIARAAY in the name of your SDK

NA
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Don't use: [ISEaEaEN ety in the name of your
SDK
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https://mcuxpresso.nxp.com/

Import FRDM-K64F SDK into your MCUXpresso environment

. my_workspace - MCUXpresso [IDE
File Edit MNavigate Search Project ConfigTools Run  FreeRTOS  Wir

H-HE BRI -0 RS

3 rMcuxpresso IDE SDK import - m| x

Drag and drop the SDK
zip file in the Installed SDKs section in the
bottom part of the MCUXpresso IDE

@ Are you sure you want to import the following SDK in the commen ‘mcuxpresso’
folder?

5 Pr... Per.. (il Re.. Fa... = O
|—'.1"_~, r. E)’S]E-ﬁ eF... bini #- a @SY Ch\Users\Jordi Jofre\Downloads\SDK_2.5.0_FRDM-KG&4F (1).zip ~

S &% B~

Click OK in the MUCXpresso IDE SDK import
window

Check that the SDK is successfully imported.
You should see it listed in the Installed SDK
window:

[J Do not ask for confirmation on SDK Drag and Drop install

[ o ]| canca |

@ Installed SDKs

() Qui... ®=Glo.. ©=Vari.. ®Bre.. Oz Out. = B @ Installed SDKs 52 [ Properties & Console [2] Problems [J Memory [} Debugger Console @ Instruction Trace B0 Power Measurement | To install an SDK, simply drag and drop an SDK (zip file/folder) into the 'Installed SDKs' view. [Cemmaon 'meuxpresse’ folder]

5T SO Version Manifest Versign 1 ocation
MCUXpresso IDE Quickstart Panel [ Installed SDKs [ & SDK_2.x_FROM-KB4F 2,50 340 m < Common=\SDK_2.5.0_FRDM-KB4F (1) zip
‘1ot ) No project selected To install an SDK, simply drag and drop an SDK (zip file/folder) into the 'Installed SDKs' view. [Common 'mecuxpresso’ folder]
+ Create or import a project Mame SDK Version Manifest Version Location SDK Details El]

Selected SDK content.

— . MNew project...
. Import SDK example(s)...
® Import project(s) from file system...

* Build your project
£ < - SDK_2.5.0_FRDM-K64F

21 v v

) my workspace @
e o, m
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Import project example

m¢ Click on import project
e e from file system

* Create drwprorcaproyees

. New project...
Import SDE example(s)...

® Import project(s) from file system... «

@ port proje O X
Import project(s) from file system...
Select the examples archive file to import,
-
Projects are contained within archives (.zip) or are unpacked within a directory. Select your
project archive or root directory and press <Next>. On the next page, select those projects you
wish te import, and press <Finish>,
Project archives for LPCOpen and 'legacy’ examples are provided.
Project archive (zip)
Archive | | Browse...
Project direcjmmy =
Root directol | | Browse...
LPCOpen
LPCOpen is the recommended code base for Cortex-M based MXP LPC Microcontrollers,
MCUXpresso IDE includes the LPCOpen packages which can be imported directly by pressing owse
button in the Project archive (zip) section, above, and navigating to the Examples/LPCOpen di
Alternatively, press the button below to Browse the nxp.com website for latest resources.
Browse LPCOpen resources on nxp.com...
® < Back Mext = Finish Cancel

30 PUBLIC Knowledge

4 Select root directory to ]

import projects from

Import pre
B8 import p

demos

doc
ext
hostlib

nxp_iot_agent
<4
Nevkbirmxrt 1050

cmake_proje
cmake_project_frdmkgdf
frdmkedf_id2_client_sdk

frdmkedf mbedtls_sss_aws_jitr_demo
frdmkedf_mbedtls_sss_azure_demo
frdmbkbdf_mbedtls_sss_gep_jwt_demo
frdmkedf mbedtls_sss_watson_demo
frdmkedf_vecom_T1ol2C
FT1050_mbedtls_sss_aws_jitr_demo
FT1050_mbedtls_sss_azure_demo
RT1050_mbedtls_sss_gcp_jwt_demo
RT1050_mbedtls_sss_watson_demo
RT1050_vcom_T1ol2C

Select project to import and untick
Import proje Copy projects into workspace option

Select a directory to search for existing Eclipse projects. @

-

d X

Projects:

‘ cmake Eru:u'ect evkbimxrt 1030 (C:hsel30 middleware\simw-top'projects\cmak
cmake_project_frdmk64f (C:hse050_middleware\simw-top\projectsicmake_pro

Select All

All

[ evkbimxrt1030_mbedtls_sss_azure_demo (C:\sel30_middleware\simw-top\proj

[ evkbimxrt1050_mbedtls_sss_gcp_jwt_demo (Csel30_middleware\simw-toptpr

[] evkbimxrt1050_mbedtls_sss_watson_demo (C:se050_middleware\simw-top'pro

[ evkbimxrt1050_veom_T1ol2C (Chsel50_middleware\simw-top'projectsiRT 1030

[ frdmkedf_id2_client_sdk (C:\se030_middleware\simw-top' projects\frdmk64f_id

[ frdmkedf_mbedtls_sss_aws_jitr_demo (C\se030_middleware\simw-top\projects v
< >

Refresh

Options
[] Copy projects into workspace

Folder:

projects

Working sets
(] Add project to working sets Mew...

Working sets: Select...

Make Mew Folder Cancel

\r
4\
&TRUST




Run examples
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SEO050 Plug & Trust middleware test examples

. my_workspace - cmake_project_frdmbk64f/sss/ex/ecc/ex_sss_ecc.c - MCUXpresso IDE

File Edit murce mero) Mavigate Search Project ConfigTools Run  FreeRTOS  Window Help
d=f 1 mqﬁ @-rBiw|poEME e 2SR D ERRR
Debug (Debug build) |
5 Proj... 2 Peri. = ex
i [ 3help (Print Help) <
* Mpyright 2818 NXP

.. ex_rsa: Performs ECC signing and verify operation

~ =% cmake_project_frdmk64f <help> g = A1l rights reserved.

> & Project Settings 4 =

> [l Includes 5 * SPDX-License-Identifier: BSD-3-Clause

» [y amazon-freertos 5 =

v [= Debug ; -

L& Makefile 9 /% Includes

> (g frdmbk6df 1@ J*

> [Zgy hostlib 11

5 [ PNT150Nfc 12 #include <ex_: -h>

> g sss 13 #include <ex_sss_boot.h>
14 #include <fsl_: se@5x_apis.h>
15 #include <nxEnsure.h>
16 #include <nxLog_App.h:
17
188 /*
19 /* Local Defines
2@ /=
21 #define EC_KEY BIT LEN 256
220 f*
23 [* Structures and Typedefs
24 f*
25

() Quic... ©=Glo ()= \ari ©g Bre 8= Qut = 7 Installed SDKs [ Properties B Console 32 [£] Prob

»  CDT Build Consale [cmake_project_frdmk64f]

.. ex_md: Performs Message Digest hashing operation

MCUXpresso IDE - Quickstart Panel -
\_ee | Project: crnake_project_frdmbk6df [help] cee B

vaa eX_symmetric
~ Create or import a project waa BX_ECC
v.. BX_Ps3
—= - Mew project... waa pmvisi?n::mg
B8 import SDK example(s)... «-. se@5x_minimal

ee. BX_S EéSxﬁNiF iKDF_derive

& Import project(s) from file system... ... ex_seBSx WiFiKDF_inject

«.. se@5x_Get_UID

~ Build your project . ex poiicy_

&2 & Build 19:82:32 Build Finished (took 55.924ms)

G 5( Clean
~ Debug your project B-H-BE- v <«
= cmake_project_frdmk64f

. . ..

32 puBLIC [TV s

And more...

Described in SEO50 Plug & Trust MW HTML documentation:
simwtop/doc/demos.html

The SEO050 Plug & Trust MW comes with several test examples used
to verify atomic SE0Q50 security IC features.

.. se05x_Get_Info: Gets SEQ50 system info (e.g. applet version)
.. se05x_minimal: Gets free memory from SEQ50
.. ex_ecc: Performs ECC signing and verify operation

.. ex_symmetric: Performs AES encryption and decryption operation.

.. ex_policy: demonstrate the use of policies for secure objects
.. ex_hkdf: Performs HMAC Key derivation operation.

NA
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Edit CMake options

. my_workspace - cmake_project_frdmk64f/sss/ex/ecc/ex_sss_ecc.c - MCUXpresso IDE

MNavigate Search

"
n
el

> [l Includes
> [p amazen-freertos
v (= Debug
[ & Makefile
> g frdmkedf
> (7 hostlib
> [ PNT130Nfc
v R sss
5 [= doc
v = oex
» [ doc
» = ecc
5 (= hkdf
» = inc
» [ mbedtls
» = md
> = rsa
> = src
b = symmetric

» = inc

) Quic.. = Glo. ()= Vari ®g Bre EE q

MCUXpresso IDE - Quickstart |
Lee | Project: cmake_project_frdmk64f [edit_cact

~ Create or import a project

—= . MNew project...
. Import SDK example(s)...
® Import project(s) from file system...
~ Build your project
4 Build
/ Clean
~ Debug your project . - E
=% cmake_project_frdmkBaf

CMakelists.bet »

Project ConfigTools Run  FreeRTOS  Window Help

BidLi@-iBin|pHEMze IR kHEaR
o (Oehya byild)

. <
12 /*

A\ CMake 3.14.0-rc2 - C/5e050_middleware/simw-top_build/simw-top-eclipse_arm - [m| X

File Tools Optiens Help

Where is the source code: |C:fseﬂsﬂ_midd\ewarefsimw—mp | |Brnwse Source... |
Where to buid the binaries: |C:fse050_ il fsimw-top_buildsimw-top-edipse_arm e | Browse Build...
Search: | [ Grouped [ Advanced | HF Add Entry | | 9% Remove Entry |

~

PCLinux32
PCLinux64
PCWindows

evkbimxrt1050
Ipcxpresso3ss
iMXLinux
Rasphbian

Android hdl ¥

Press Configure to update and display new values in red, then press Generate to generate selected build files.

I I
[ coroe | | caneme | [openiani curencanesos e cors-vmenes |

¢

.
A
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CMake configuration files are used to enable or disable several
features, portability and setting flags to generate the build files
for your platform and native build environment.

Click on the arrow on the "hammer'icon %

Select 2 edit_cache

Use the CMake GUI window to change CMake options

Click on Configure button

Click on Generate button

TSI &TRUST



Define the test example to be executed

. my_workspace - cmake_project_frdmk64f/Debug/Makefile - MCUXpresse IDE

File Edit lnate Project  ConfigTools Run  FreeRTOS  Window Help

Select the se05x_minimal as the project to be executed. For

oY @i I@-iDie kD miid kTR ERD RS ISP EGEF A
1 Debug (Debug build)
E\ijj... % % per 2 edit_cache (Edit CMake Cache) D@Makﬂe 52

3 help (Print Help) 4
e T . .
« S cmake_project frdmk64f <Debug> ;}t cmake_project_frdmk64f/Debug/Makefile

> & Project Settings
> Includes
> [fp amazon-freertos

[ & Makefile
S

> (2 hostlib
> (7@ PNT150Nfc
> [k 555

() Quic.. (=Glob.. (¥)=Varia.. g Brea.. D= Out =

MCUXpresso IDE - Quickstart Panel
(_ioe | Project: cmake_project_frdmk84f [Debug]

~ Create or import a project
— . Mew project...
. Import SDK example(s)...
® Import project(s) from file system...

~ Build your project

4, Build
5/ Clean

+ Debug your project

4 #lUpdate these variables if needed
5 TOP_NAME=simw-top

= P_NAME
BUILD_TARGET=se@5x_minimal
#...

a a7x_utils
18 #... ex_A71CHMain
11#... a7x_a7lchMainTst
12#... a7x_vcom

'OP_NAME}-eclipse_arm

13 #... ex_common
14 #... ex_ecc
15

16ifeq (help, $(ConfigName))

17 BUILD_TARGET=help

15all: help_target

19 else

2@ ifeq (edit_cache, %(ConfigName))
21 BUILD TARGET=edit_cache

22all: help target

23 else

24 all: build all

25 endif

O (@ Installed SDKs [ Properties @& Console 5 (2] Problems [J Memory B3 Debugge

~ COT Build Consele [crake_project_frdmkadf]

®-E-E- -

34  PUBLIC

. ..
Mobile *.
Knowledge

that, follow the steps

e Go to Debug folder and open the Makefile file.

Write the name of the project to be executed in the
BUILD_TARGET variable (e.g. se05x_minimal)

Click on the arrow on the "hammer" icon

Select 1 Debug (Debug build).

NA
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Run test example

Connect the FRDM-K64F board to your laptop Click MCUXpresso Quickstart Panel Debug button

(L) Quic... = g B Console 37

s e ~  CDT Build Console [cmake_project_frdmkeaf]
Foren

/TP FCUAPT €5 5010 TO_£Z0w] LUE] PIUELIS] COM TP MCUAPT €550 (U0 LS -WiNSZ_ 18 3:8: 205t

~ Build your project [ 14%] Built target board
& suils [ 23%] Built target smCom
. [ 74%] Built target mbedtls
& Clean [ 76%] Built target se@5x
[ 81%] Built target a7x_utils
+ Debug your project [ R R = [ 92%] Built target S55_APIs
e [ 98%] Built target ex_common
g%} Debug I [ 98%] Linking CXX executable ../../../bin/se@5x minimal.axf
se@Sx_minimal.axf -> se@Sx_minimal.bin

[180%] Built target se@5x minimal

~ Miscellaneous

19:48:35 Build Finished (tock 8s.618ms)

=% cmake_project_frdmkbaf [

Configure TeraTerm The project example is now running in. Check TeraTerm

Tera Term: Serial port setup X VT COMT - Tera Term VT - U x

b e File Edit Setup Control Window Help

Baud rate: 19600] v ]

“! Tera Term: New connection X

D TCPIP myhost.example.com

History

22 Data: Cancel

Telnet

SSH SSH2 Parity:

Other Stop: Help

UNSPEC
Flow control:
e e [Eg:‘d:::n:e:lﬂl ey rm—— et deey mmunication channel iz Plain
: Inte =3 -
0 | msec msecline thot uwecommended for production

230400
- 460800
921600
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PySSSCLI tool
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PySSSCLI tool overview

B Command Prompt — O =

« A command line tool able to insert keys
and credentials inside the SE050.

Command line interface for SEB%8

« [tis written in Python.
v, --verbose Enables wverbose mode. . .
--version Show the it. e |tis meant for evaluatlon, development
--help Show this me : . .

and testing phases.

Commands :

a7lch A71CH specific -:Furnrn.ar'njs o SUppOI’TS Complex provisioning Scripts to

cloud {(Not Implemented) Cloud Specific utilities.

Open Session. be run on Windows, Linux, OS X and
/ or Certificate (contents) other embedded devices.
ir
. : _ » Comes pre-compiled in SE050 Plug &
M/DER files (For OpenSSL Engine). .
-ommands Trust MW. Only requires to flash the

VCOM software on the MCU board.

C:\se@58 _middlewareh\simw-top\binarieshpyS55CLI>

Further documentation about the commands:
simw-top/doc/cli-tool.html

A ¥ 4
4\
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Flash FRDM-K64F with VCOM software
(1)

@ Copy The VCOM software binary from the simw-top\binaries

.
A

40  PUBLIC EEEEEFBNCEL see

¥ s WSB Drive (D)

| = | binaries
Home Share View
« - » ThisPC » 0O5(C) » se030_middleware » simw-top » binaries
Mame Date modified
» 3k Quick access
pySSSCLI 6/3/2019 &:26 AM
> [& MobileKnowledge [ a7x_vcom-SCI2C-evkbimxrt1050-A71XX.bin 6/5/2019 8:26 AM
> O ThisPC D a7i_veom-5C12C-frdmkB4f-A71X0 bin 6/5/2019 8:26 AM
D a7x_veom-T1ol2C-evkbimzxrt1050-5E050xbin 6/5/2019 8:26 AM

D a7x_veom-T1ol2C-frdmbk64f-5E030x. bin

6/5/2019 8:26 AM

N -

s 3 Quicka

> [z MobileKnowledge

v [ This PC

= | Drive Tools  FROM-KB4FD (E:)
me Share View Manage
P am + FROM-KB4FD (E:)

2 Marne

CCESs

DETAILS.TXT

@ PRODIMFO.HTM p-2/2016 4:30 PM

nX
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Flash FRDM-K64F with VCOM software (l)

% Device Manager Check that the VCOM port is recognized in your Device
File Action View Help Manager ( category Ports (COM & LTP)
o= @ Hm H

> O3 Computer
> P ContrelVault Device Unp|ug OpenSDA port z

b Lisk drives
» [F Display adapters

% i Firrmware
3 Human Interface Devices e Plug OpeﬂSDA port

? Junge Ceonnectivity
Keyboards

LI Memory technaology devices
D Mice and other pointing devices .
3 Monitors e Check serial port *

8 Network adapters
B Portable Devices

i Ports (COM & LPT)
f logy - 50 ) PlUg Ko4F pOI’t
ﬁ LISE Serial Device (COMT)
lj Virtual Com Port (COME)
ﬁ Processors ‘  %
Check VCOM port

>
>
> [ Proximity devices
>
>

<VVVVVVV

B Security devices
|;| Smart card readers
* Port naming might change depending on the computer

. NA
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Use of the pre-compiled pySSSCLI

BN Command Prompt — O >

Microsoft Windows [Version 18.6.17134.958
{c) 2818 Microsoft Corporation.

C:\Users\Jordi Jofre>cd C:\

C:\sed5e - \pySSSCLI>ssscli e05¢ Go to simw-top\binaries\pySSCLI folder
cd C:\se050 middleware\simw-
top\binaries\pySSSCLI

Port

Open new connection
Ssscli connect se050 vcom <COM PORT>

Belasoot304250e Send a command (e.g. read UID)
\pySSSCLI> Ssscli se(0b5x uid

A ¥ 4
4\
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Evaluate EdgelLock SEO050
use case examples
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Evaluate EdgelLock SEO050 use cases examples

Secure cloud onboarding HE Microsoft D
AN12401- SE050 for secure connection to GCP. WE Azure

AN12402- SE050 for secure connection to Azure loT Hub. aws Google Cloud
AN12404 - SE0S50 for secure connection to AWS loT Core. o N
AN12403- SE050 for secure connection to Watson loT*. N )

Key injection
Using the pySSSCLI tool or SE050

Device-to-device authentication ease of use configuration

AN12399- SE050 for device-to-device authentication
Cloud account setup

Create an account, create a logical
device, register root CA /
intermediate CA, etc.

Run cloud onboarding demo
Import project, change project settings,
start the demo and check connection.

Sensor data protection
AN12407- SE050 for sensor data protection*

* Will be published soon. Contact NXP if you need an early version. MV
VI (V] THIOR Training [HARER [IE&TRUST




Evaluate EdgeLock SEO050 use cases examples (ll)

Secure access module

AN12407- SEO50 for secure access
module*

Wi-Fi credential protection
Application note under preparation

Late-stage parameter configuration
Application note under preparation

Device ID for Blockchain
Application note under preparation

Hardware setup & wiring Software setup Run example
How to connect the two How to load the Import project, change
FRDM-K64F boards corresponding FW settings, start the demo
*Will be published soon. Contact NXP if you need an early version. MV
A
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EdgelLock SEO50 — a Root of Trust enabling new use cases

PLUG &TRUST Flagship 40nm architecture and CC EAL 6+ certified state of the art security concepts strongly
protect against most recent attack scenarios. Additional features enable use cases to answer
Out-of-the-box multiple application needs in 0T and especially industrial needs.

Solution

Enhanced security Absolute flexibility

Product family with multiple solutions for various
new use cases

40nm Flagship Technology with IntegralSecurity 3.0

CC EAL 6+ VANS certified HW & OS

Flexible applet with dynamic 50kB user memory

NXP 10T security App RSA & ECC functionalities Multiple interfaces — 12C Slave, [2C Master.
Secure 0S (JCOP 4) Future proof curves & higher key length 15014443
SE050 HW Encrypted communication via SCP Plug & Trust: Easy integration with multiple

MCU/MPU platforms & OS, major Cloud integration

3 Symmetric ciphers for encryption/decryption :
N OPC-UA support & easy compliance for IEC62443

I2C  ISO/IEC  I2C

slave 14443 master Product website: v v nxp.com/SE0S0 m
b PUBLIC Mldg Development kit: v nxn com/ OM-SEOS0ARD & TRUST


http://www.nxp.com/SE050
http://www.nxp.com/OM3710

Time for
Q&A

PR

IEI&TRUST




MobileKnowledge

MobileKnowledge is a team of HW, SW and system engineers, experts in smart, connected and
secure technologies for the 10T world. We are your ideal engineering consultant for any specific
support in connection with your IoT and NFC developments. We design and develop secure HW
systems, embedded FW, mobile phone and secure cloud applications.

Our services include:

= Secure hardware design

= Embedded software development

= NFC antenna design and evaluation
= NFC Wearable

= EMV L1 pre-certification support

Approved Engineering Consultant

. . . MOBILE
= Mobile and cloud application development E WORLD CAPITAL.
BARCELONA

= Secure e2e system design
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