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Agenda

• Support package overview.

• Get started with the FRDM-K64F*:

−Get resources

− Install required SW and tools

−Prepare hardware

−Build SE050 Plug & Trust middleware

−Run test examples

• pySSSCLI tool

• Evaluate use case examples.

* SE050 Plug & Trust middleware 

supports several MCUs / MPUs. 

FRDM-K64F is used as an example
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DocumentationDemo codes

EdgeLock SE050 support package

SE050 Arduino compatible development kit

EdgeLock SE050 Plug & Trust middleware

Supported evaluation MCU/MPU boards

EdgeLock SE050 enablement

API

Arm® mbed™ TLS TLSOpenSSL

MQTTOPC-UAPKCS11

Use Case Based Example Codes

Pre-

integra

tion to 

Main

OS & 

MCU, 

MPU

Android™, Linux®, RTOS Linux, Windows®, macOS®

Android KeyMaster
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EdgeLock SE050 product variants

Group Feature SE050 A SE050 B SE050 C Dev Kit

ECC algorithms

ECDSA Yes No Yes Yes

ECDH Yes No Yes Yes

ECDHE Yes No Yes Yes

ECDAA No No Yes Yes

EDDSA No No Yes Yes

ECC curves

ECC NIST (192 to 512 bit) Yes No Yes Yes

ECC BrainPool (160 to 512 bit) Yes No Yes Yes

Koblitz (160 to 256 bit) Yes No Yes Yes

Montgomery curve25519 No No Yes Yes

Twisted Edwards (for Ed25519) No No Yes Yes

RSA RSA (up to 4096 bit) No Yes Yes Yes

Symmetric
(T)DES Yes Yes Yes Yes

AES (128-256 bit) Yes Yes Yes Yes

Key derivation

TLS KDF, TLS PSK Yes Yes Yes Yes

MIFARE DESFire KDF No No Yes Yes

WiFi KDF (PBKDF2) Yes Yes Yes Yes

OPC_UA KDF Yes Yes Yes Yes

Interfaces

I2C slave Yes Yes Yes Yes

I2C master No No Yes Yes

ISO/IEC14443 No No Yes Yes

OM-SE050ARD uses 
the SE050 Type C 

configuration

OM-SE050ARD
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Get started with EdgeLock SE050 support package

How do I get started? 

AN12396 - Quick start guide with Kinetis K64

AN12397 - Quick start guide with i.MX6UltraLite

AN12542 - Quick start guide with LPC55S69*

AN12398 - Quick start guide to SE050 Visual Studio projects

AN12450 - Quick start guide with i.MX RT1050*

AN12570 - Quick start guide with Raspberry Pi*

How do I get familiar with OM-SE050ARD dev kit?

AN12395 - OM-SE050ARD hardware overview

How do I get familiar with support package contents?

AN12394 - Get started with SE050 support package

* Will be published soon. Contact NXP if you need an early version.

FRDM-K64F is used as an example to run your first demo project.  The same 
demo projects are available for each supported MCU / MPU. 
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Get resources
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Get EdgeLock SE050 support package resources

Step 1 Step 2 Step 3

Get your SE050 Arduino 
compatible development kit

Choose and get your 
MCU / MPU board
(e.g., FRDM-K64F)

Download SE050               
Plug & Trust middleware

Step 4

Read support package 
documentation
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Get your SE050 Arduino compatible development kit

1 Go to https://www.nxp.com/products/:OM-SE050ARD

2

2 Scroll down and click on Buy direct button.

3 Sign-in with your account at the NXP website.

4 Fill-in your shopping basket and place your order.

* Ordering is also possible via NXP distributors.

https://www.nxp.com/products/:OM-SE050ARD
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Get your MCU/MPU board

*FRDM-K64F used as an example. EdgeLock SE050 supports several MCU/MPUs 

1 Choose your MCU / MPU (e.g., FRDM-K64F*)

2 Go to the MCU/MPU board webpage.
https://www.nxp.com/products/:FRDM-K64F

3 Scroll down and click on Buy direct button.

4 Fill-in your shopping basket and place your order.

* Ordering is also possible via NXP distributors.

https://www.nxp.com/products/:FRDM-K64F
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Get latest version of SE050 Plug & Trust middleware

1 Go to https://www.nxp.com/products/:SE050

2 Click on Tools & Software tab.

3 Scroll down to the Embedded Software section.

4 *Download SE050 Plug & Trust MW.

2

3

4

or

4
*Plug & Trust MW: FRDM-K64F, i.MXRT1050, LPC55S, Raspberry Pi, IMX6UL-EVK and iMX8Q
*Plug & Trust MW SD Card image: IMX6UL-EVK

https://www.nxp.com/products/:SE050
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Get latest version of SE050 Plug & Trust documentation

…
2

1 Go to https://www.nxp.com/products/:SE050

2 Click on Documentation tab.

3 Find your document within Application Note, Brochure, User 
Guide page sections , etc.

Ready to start!

https://www.nxp.com/products/:SE050
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Install required SW and tools
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Required software and tools

CMake

An open-source, cross-platform tool designed to 
build, test and package software

Python 2.7 32-bit version

A programming language used to generate 
scripts that facilitate operation with the MW.

MCUXpresso

A free-of-charge, easy-to-use IDE for Kinetis and 
LPC MCUs, and i.MX RT processors

Install the following software tools in your development PC
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Install CMake

1 Go to https://cmake.org/download/

2 Scroll down and select your binary distribution.

3 Follow the setup wizard until the installation is completed. 

2

https://cmake.org/download/
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Install Python

1 Go to https://www.python.org/downloads/release/python-2715/

2 Download Python v.2.7.15 32-bit version.

3 Follow the setup wizard until the installation is completed. 

Make sure you download Python v2.7.15 32 bit version. Python v3 is 
not yet supported and neither is the 64 bit

2

https://www.python.org/downloads/release/python-2715/
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Install MCUXpresso

1 Go to www.nxp.com/mcuxpresso/ide

2 Download MCUXpresso IDE v.11 installer.

3 Follow the setup wizard until the installation is completed. 

2

Please, make sure you allow the installation of the additional
drivers required by MCUXpresso during the installation process

http://www.nxp.com/mcuxpresso/ide
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Build SE050 Plug & Trust middleware
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Unzip SE050 Plug & Trust middleware

Create folder to unzip SE050 Plug & Trust 

middleware in C:\ *

Unzip SE050 Plug & Trust middleware into a folder 

named simw-top**
1 2

se050_mw_v02.10.02

**simw-top: secure interface middleware top-level directory
The naming is not strictly needed, but it is used in the rest of the presentation

* The shortest path possible and without spaces in it is recommended 
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SE050 Plug & Trust middleware folder structure

A software stack designed to facilitate the integration of NXP security 
ICs (A71CH, SE050) into your MCU or MPU.

• Akm: Android Keymaster

• Binaries: Pre-compiled FW for command line interface and VCOM software

• Demos: Demo code examples

• Doc: HTML documentation

• Ext: External libraries

• Hostlib: Source folder of the host library

• Projects: MCUXpresso projectsd

• Pycli: command line client

• Scripts: Helper compilation scripts

• Sss: SSS api source code

• Tools: Compile MW .dll library
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SE050 Plug & Trust code documentation

The code documentation is an HTML file created using the Sphinx 
documentation generator tool. 

The primary audience of this HTML documentation are 
programmers, developers, system architects and system 
designers.

1 Go to simw-top\doc folder

2 Double click in the index.html file

3 A browser with the documentation landing page will open

4 Navigate through the different document sections
using the left-hand side menu
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Build SE050 Plug & Trust middleware platform projects

Env_setup.bat

Scans for installed toolchains / build environments, 
sets variables and adds them to the path:

• IDE: MCUXpresso tools folder

• JAVA_HOME: Java bin folder

• PYTHON_DIR: location of Python 2.7

• CMAKE_DIR: location of CMake

SE050 Plug & Trust middleware includes scripts to automatically 
generate build projects:

Create_cmake_projects.py

Creates a build folder for each detected buildable 
platform and the toolchains

Folder with Env_setup.bat and
create_cmake_projects.py scripts
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Build SE050 Plug & Trust middleware platform projects (II)

2

3

4

2
Go to SE050 middleware scripts folder.
Send > cd C:\se050_middleware\simw-top\scripts

3 Execute env_setup.bat script

4 Execute create_cmake_projects.py script

1 Open a command prompt

5 Done !
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Check SE050 Plug & Trust build folder

1

2

Top folder with unzipped SE050 Plug & Trust MW

Generated build-folder with platform projects

Generated MS Visual Studio projects

MCUXpresso build folder

Open 
folder
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Prepare HW
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OM-SE050ARD kit contents

OM-SE050ARD board

A flexible and easy-to-use development kit for evaluation 
of the EdgeLock SE050 Plug & Trust product family.

OM-SE050ARD leaflet

A short quick start guide describing OM-SE050ARD 
headers and jumper configuration

Male connectors

Four spare male connectors in case your host MCU 
does not included soldered Arduino header pinout.

Connector for direct I2C connection
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Hardware setup for FRDM-K64F

2

Arduino male
connectors

Arduino female 
connectors

FRDM-K64F board

OM-SE050ARD board 1 Disconnect the boards from your laptop 
(in case you have them connected).

2 Connect the OM-SE050ARD board on top of the                
FRDM-K64F using the Arduino headers.

3 Double check that the two boards are connected as below:

3

OM-SE050ARD board

FRDM-K64F board

*Check AN12396-Quick start guide with Kinetis K64 for details about OM-SE050ARD jumper configuration 
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Prepare MCUXpresso
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Get FRDM-K64F SDK

1 Go to https://mcuxpresso.nxp.com

2 Select FRDM-K64F board from the drop-down list

3 Click Build MCUXpresso SDK button

4 In the next screen, click Download SDK button2

3

4

Generate a downloadable SDK archive for use with 
MCUXpresso tools:

https://mcuxpresso.nxp.com/
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Import FRDM-K64F SDK into your MCUXpresso environment

SDK_2.5.0_FRDM-K64F

2

1
Drag and drop the SDK
zip file in the Installed SDKs section in the 
bottom part of the MCUXpresso IDE

2
Click OK in the MUCXpresso IDE SDK import 
window

3
Check that the SDK is successfully imported. 
You should see it listed in the Installed SDK 
window:



PUBLIC 30

Import project example

1

5

2

3

4

Click on import project 
from file system

Select root directory to 
import projects from

Select project to import and untick
Copy projects into workspace option

6
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Run examples
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SE050 Plug & Trust middleware test examples

1

2

3

The SE050 Plug & Trust MW comes with several test examples used 
to verify atomic SE050 security IC features.

... se05x_Get_Info: Gets SE050 system info (e.g. applet version)

... se05x_minimal: Gets free memory from SE050

... ex_ecc:  Performs ECC signing and verify operation

... ex_rsa: Performs ECC signing and verify operation

... ex_symmetric: Performs AES encryption and decryption operation.

... ex_md: Performs Message Digest hashing operation

... ex_policy: demonstrate the use of policies for secure objects

... ex_hkdf: Performs HMAC Key derivation operation.

And more…

Described in SE050 Plug & Trust MW HTML documentation: 
simwtop/doc/demos.html
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Edit CMake options

1

2

4 5

3

CMake configuration files are used to enable or disable several 
features, portability and setting flags to generate the build files 
for your platform and native build environment. 

1 Click on the arrow on the ''hammer'' icon

2 Select 2 edit_cache

3 Use the CMake GUI window to change CMake options

4 Click on Configure button

5 Click on Generate button
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Define the test example to be executed

1
2

4
3

Select the se05x_minimal as the project to be executed. For 
that, follow the steps

1 Go to Debug folder and open the Makefile file.

2
Write the name of the project to be executed in the 
BUILD_TARGET variable (e.g. se05x_minimal)

3 Click on the arrow on the ''hammer'' icon

4 Select 1 Debug (Debug build). 
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Run test example

1 Connect the FRDM-K64F board to your laptop

2 Configure TeraTerm

3 Click MCUXpresso Quickstart Panel Debug button

4 The project example is now running in. Check TeraTerm
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pySSSCLI tool
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pySSSCLI tool overview

Further documentation about the commands:                 
simw-top/doc/cli-tool.html

• A command line tool able to insert keys 
and credentials inside the SE050.

• It is written in Python. 

• It is meant for evaluation, development 
and testing phases.

• Supports complex provisioning scripts to 
be run on Windows, Linux, OS X and 
other embedded devices.

• Comes pre-compiled in SE050 Plug & 
Trust MW. Only requires to flash the 
VCOM software on the MCU board.
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Flash FRDM-K64F with VCOM software

Unplug OpenSDA port

Plug OpenSDA port

Copy The VCOM software binary from the simw-top\binaries1

2

3

4 Paste the binary file into the FRDM-K64F mass storage drive
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Flash FRDM-K64F with VCOM software (II)

* Port naming might change depending on the computer

1 Unplug OpenSDA port

2 Plug OpenSDA port

3 Check serial port *

4 Plug K64F port

5 Check VCOM port *

Check that the VCOM port is recognized in your Device 
Manager ( category Ports (COM & LTP)
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Use of the pre-compiled pySSSCLI

1
Go to simw-top\binaries\pySSCLI folder
cd C:\se050_middleware\simw-

top\binaries\pySSSCLI

3
Open new connection
Ssscli connect se050 vcom <COM_PORT>

4
Send a command (e.g. read UID)
Ssscli se05x uid
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Evaluate EdgeLock SE050                           

use case examples
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Evaluate EdgeLock SE050 use cases examples

Secure cloud onboarding
AN12401- SE050 for secure connection to GCP.
AN12402- SE050 for secure connection to Azure IoT Hub.
AN12404 - SE050 for secure connection to AWS IoT Core.
AN12403- SE050 for secure connection to Watson IoT*.

* Will be published soon. Contact NXP if you need an early version.

Device-to-device authentication

AN12399- SE050 for device-to-device authentication

Sensor data protection

AN12401- SE050 for sensor data protection* 

Key injection 
Using the pySSSCLI tool or SE050 
ease of use configuration

Cloud account setup
Create an account, create a logical 
device, register root CA / 
intermediate CA, etc.

Run cloud onboarding demo
Import project, change project settings, 
start the demo and check connection.
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Evaluate EdgeLock SE050 use cases examples (II)

Late-stage parameter configuration

Application note under preparation

Secure access module

AN12401- SE050 for secure access 
module*

Wi-Fi credential protection

Application note under preparation

Device ID for Blockchain

Application note under preparation

Hardware setup & wiring
How to connect the two 
FRDM-K64F boards

Software setup
How to load the 
corresponding FW

Run example
Import project, change 
settings, start the demo 

* Will be published soon.  Contact NXP if you need an early version.



PUBLIC 46

Last words
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EdgeLock SE050 – a Root of Trust enabling new use cases

SE050 HW

Secure OS (JCOP 4))

NXP IoT security App

Out-of-the-box
Solution

Flagship 40nm architecture and CC EAL 6+ certified state of the art security concepts strongly 
protect against most recent attack scenarios. Additional features enable use cases to answer 
multiple application needs in IoT and especially industrial needs.

Enhanced security Absolute flexibility

 40nm Flagship Technology with IntegralSecurity 3.0

 CC EAL 6+ VAN5 certified HW & OS

 RSA & ECC functionalities

 Future proof curves & higher key length

 Encrypted communication via SCP

 Symmetric ciphers for encryption/decryption

 Product family with multiple solutions for various 

new use cases

 Flexible applet with dynamic 50kB user memory

 Multiple interfaces – I2C Slave, I2C Master, 

ISO14443

 Plug & Trust: Easy integration with multiple 

MCU/MPU platforms & OS, major Cloud integration

 OPC-UA support & easy compliance for IEC62443

I2C 
slave

I2C 
master

ISO/IEC 
14443 Product website: www.nxp.com/SE050

Development kit: www.nxp.com/ OM-SE050ARD 

http://www.nxp.com/SE050
http://www.nxp.com/OM3710
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Time for

Q & A
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MobileKnowledge

MobileKnowledge is a team of HW, SW and system engineers, experts in smart, connected and 

secure technologies for the IoT world. We are your ideal engineering consultant for any specific 

support in connection with your IoT and NFC developments. We design and develop secure HW 

systems, embedded FW, mobile phone and secure cloud applications.

Our services include:

▪ Secure hardware design

▪ Embedded software development

▪ NFC antenna design and evaluation

▪ NFC Wearable

▪ EMV L1 pre-certification support

▪ Mobile and cloud application development

▪ Secure e2e system design 

We help companies leverage 

the secure IoT revolution 
www.themobileknowledge.com

mk@themobileknowledge.com

http://www.themobileknowledge.com/
mailto:mk@themobileknowledge.com
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