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Introduction
Why EMV v3.0?

« With the appearance of contactless payments and
card digitization, manufacturers enable new payment
devices in a wide variety of form factors.

* Intheir v3.0, EMVCo updates their contactless
specifications for POS terminals (PCD) to guarantee
the correct operation with new devices in the market.

« POS terminals are now tested using 3 different
reference antennas to verify the performance against
different antenna sizes.

* Interoperability tests with several phones on the
market were added and made mandatory from
2019Q1.
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Introduction
EMV v3.0 Timeline

Schedule for the migration to EMV v3.0

Q1 2018 Q2

|

Q3 Q4 Q12019 Q2 Q3 Q4

l

April April
» Specifications public » Test tools qualified
+ Test case development v

* Final validation of tests cases

» First certification possible
January

First test tools validated

Interoperability tests mandatory
for EMV v2.6

EMV 2.6b certification submission possible until Dec 315t 2019
(needs to be completed before Q2 2020)

Q1 2020

January

EMV 3.0 Mandatory
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Introduction
Contactless Symbol

» ldentifies the interface area where the user should tap his card.
« Contactless symbol marks the center of the landing plane.

*  Minimum size: 13mm height x 22 mm width.

» Aspect ratio should be kept.

Mobile -
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Introduction
Operating volume

» Contactless Symbol is used to define an operating
volume for the tests.

« Positions are expressed with the format (z, r, ¢)

0 0 mm 0 0 mm 0 0
1 10 mm 1 15 mm 3 m/2
2 20 mm 2 25 mm 6 m 223
3 30 mm 9 3m/2
4 40 mm
z26

——— \MGbile
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Introduction
TestPICC Positioning

» TestPICC should attack from the right side

7 Mobile
| Knowledge
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Test equipment




Test equipment
Test PICCs

EMV v2.6

EMV-TEST PICC ANTENNA

Ref PICC gl : -

caklibrated

* For 3.0 tests are performed using 3
different PICCs instead of only 1

« New PICCs are tuned to 13.56 MHz
 Included a PICC Class 3 antenna

9 Knowledge

EMV v3.0

PICC1
Class 1
16.1MHz

PICC2
Class 1
13.56MHz

PICC3
Class 3
13.56MHz

h

P



Test equipment
Load settings

EMV v2.6 EMV v3.0

o
<
Q% o °

13
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PICKV 4_COIL ~ /
EMUCo--TEST PICC I\ version 3.0

Linear Load Non-Linear Load HLZ LLZ

Wave Shape Tests Power and LMA tests Wave Shape NLZ Wave Shape
Power and

LMA tests
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EMV L1 Analog Tests




Power transfer tests
Differences —v2.6 vs v3.0

Minimum (V) Maximum (V)

EMV v3.0
\Y

. 3.84 4.6 3.23

/ /_/_____Zf_f‘_c_r_‘l___ 2.55
/ /.----Zf-?’?f-“---- 2775 4.02 4.6 3.47
/ //-----Zf--z-c-rn--- 3 4.2 4.6 371 8.1 7.35 6.95 8.75
z=1cm
/ -------------- 3.05 4.25 4.6 3.91
/ 2l 43 4.6 411
TP = TestPICC
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Power transfer tests
EMV 2.6 vs 3.0 (TestPICC1 & 3)

EMV 2.6 EMV 3.0 EMV 3.0
TestPICC1 TestPICC3

ShinDiioo B . | oo iR . | oo Wi

4 3.58 2.55 8.10 4 4.46 3.84 7.35 4 4.07 3.23 8.75
3 5.06 2.775 8.10 3 5.37 4.02 7.35 3 5.39 3.47 8.75
2 5.84 3.00 8.10 2 5.86 4.20 7.35 2 6.16 3.71 8.75
1 5.35 3.05 8.10 1 5.62 4.25 7.35 1 5.90 3.91 8.75
0 3.66 3.10 8.10 0 454 4.30 7.35 0 6.44 411 8.75

v/ Same device
v' Same configuration

= Gbile "
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Power transfer tests
EMV 2.6 vs 3.0 (TestPICC2)

EMV 2.6 EMV 3.0 EMV 3.0
TestPICC?2 TestPICC?2

Chin oo B - | oo | S .| oo || e

4 3.58 2.55 8.10 4 5.18 4.60 6.95 4 5.18 4.60 6.95
3 5.06 2.775 8.10 3 5.47 4.60 6.95 3 5.47 4.60 6.95
2 5.84 3.00 8.10 2 5.44 4.60 6.95 2 5.44 4.60 6.95
1 5.35 3.05 8.10 1 5.45 4.60 6.95 1 5.45 4.60 6.95
0 3.66 3.10 8.10 0 4.24 4.60 6.95 0 4.88 4.60 6.95

New DPC
calibration

= Gbile "
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Power transfer tests
Considerations

« Although voltage limits change in v3.0, different loads
cause different measurements of voltage levels for the
same RF power transmitted.

» Overall, new power transfer requirements are similar for
TESTPICC1 and TESTPICC3. For TESTPICC2, device
might require more power in positions at close distance.

» For migrations from EMV v2.6 to v3.0, it might be
possible to fit new power transfer requirements just by
changing DPC configuration (if supported).

15 Knowledge
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Wave shape tests
Differences —v2.6 vs v3.0

« Same test cases as for EMV v2.6. Limits are the same, with slight
changes in ringing, overshoot and undershoot test cases.

* Inv3.0, all tests must be passed with the 2 different loadings (HLZ & LLZ)
for all TESTPICCs. These two configurations aim at simulating the
behavior of the reader against cards integrating chips with different load.

» Results show that EMV 3.0 specifications are more exigent in terms of
waveform shape, especially when measured with TESTPICC2.

» Short distance positions seem to be the most challenging as the new
TESTPICC loads present a low coupling with the PCD antenna in
comparison with Reference PICC from v2.6.

Mobile
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Wave shape tests
Results with PNEV5180B (TestPICC 1)

Type A

Z=1cm

Type B

Z=4cm

17

Measured Lower Limit | Upper Limit Measured Lower Limit | Upper Limit
t1 2.52 2.06 2.99 2.52 2.06 2.99
t2 1.41 0.52 2.52 1.45 0.52 2.52
t3 0.74 0 1.18 0.71 0 1.18
ta4 0.35 0 0.44 0.37 0 0.44
Overshoot LLZ [%] 0 0 6.84 0 0 6.97
Overshoot HLZ [%] 0 0 6.84 0 0 6.97
Undershoot LLZ [%] 0 0 6.84 0 0 6.97
Undershoot HLZ [%] 0 0 6.84 0 0 6.97
ASK Mod. Depth [%] 99.37 95 100 99.46 95 100
Monotony Pass Pass
Ringing Pass H LZ Pass L LZ

Measured Lower Limit | Upper Limit Measured Lower Limit | Upper Limit
Modulation Index [%)] 12.8 9 14 12.8 9 14
tf 0.8 0 1.18 0.8 0 1.18
tr 0.64 0 1.18 0.65 0 1.18
Undershoot LLZ [%] 0.3 0 6.62 0.4 0 6.62
Undershoot HLZ [%] 0.3 0 6.62 0.4 0 6.62
Overshoot LLZ [%] 1.8 0 6.62 2.2 0 6.62
Overshoot HLZ [%] 1.8 0 6.62 2.2 0 6.62
Monotony falling Pass Pass
Monotony rising Pass H L Z Pass L L Z
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Wave shape tests
Results with PNEV5180B

18

Possible issues:

At close distances like 0 and 1 cm, the pick-up coil does
not capture enough signal due to the low coupling with
PCD antenna. This issue was already present in previous
versions of the specifications, but it is accentuated with
the tuning frequency and shape of the new antenas for
v3.0.

It is solved by using an external sniffer instead of the LETI
Coll output of the TESTPICC antennas.

Is important to notice that this issue is due to a
measurement error, SO any compensation to fit
requirements under these conditions may lead to a bad
behavior of the terminal in the field.

TESTPICC LETI Coil

Measured Lower Limit | Upper Limit
t1 2.89 2.06 2.99
t2 2.54 0.52 2.89
t3 0.18 0 1.18
t4 0.14 0 0.12
Overshoot LLZ [%] 17.74 0 9.25
Overshoot HLZ [%] 17.74 0 15.22
Undershoot LLZ [%] 0 0 9.25
Undershoot HLZ [%] 0 0 15.22
ASK Mod. Depth [%] 99.34 95 100
Monotony Pass
Ringing Pass

External Sniffer

Measured Lower Limit | Upper Limit
t1 2.88 2.06 2.99
t2 2.61 0.52 2.88
t3 0.29 0 1.18
t4 0.16 0 0.19
Overshoot LLZ [%] 5.17 0 8.77
Overshoot HLZ [%] 5.17 0 12.2
Undershoot LLZ [%] 0.59 0 8.77
Undershoot HLZ [%] 0.59 0 12.2
ASK Mod. Depth [%] 98.2 95 100
Monotony Pass
Ringing Pass

* TESTPICC2, HLZ, Type A, 0 cm

A 4
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LMA tests

Differences —v2.6 vs v3.0

 For v3.0, LMA limits for minimum modulation are more ‘relaxed’ than for v2.6. However, limits for
maximum modulation are slightly more restrictive.

e LMA limits remain the same for TestPICCs 1 and 2.

 For TestPICC 3 limits are less restrictive.

EMV v3.0
EMV v2.6
9.93 5.74

PCD Nominal Power

MIN 5.5 5.5 5.5 6.0
Q.
Q.
— NOM 20 20
W)
>
MAX 85 85 85 85
MIN 3.5 3.5 35 4.5
(=3
o
o NOM 20 20
[72)
>
MAX 40 40 40 33

Mobile
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Interoperability tests
Test positions and orientation

* New tests included to verify performance against 8 different phones at L1 level.
* Applicable for 2.6b since Q1 of 2019.
« Testing positions:

Z=0cm Z=1cm Z=2cm Z=3cm Z=4cm
- - o . - N P -
I AT e AN AT e 6=0
' ' / N fs N ' ! y s - i
1 T/ o V[ 4 R A v |/ | e ©=3n/2
N St : A RE . Foele | : K . s| = 0=0and B=3n/2
Sl —— L ” '._ '.‘. ,- | '._ '. . ..' l'.ll -.‘ : ; .' .I.'I I'. ...'
\\ ) = .-" .-1'\_ / - / _—":. \.\ .
" S S w - - > ,\.\- - ./‘, .
- e B * .

=0 axis

6 = 31/2
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Interoperability tests
Summary

« Tested with 8 different phones

« Motion requirements
« Phone in testing position for 1.5 seconds to pass the test

« 37 positions for each orientation (74 positions in total)

* For every smartphone it must achieve:
* > 50% successful transactions in z=0
« > 83% successful transactions for all positions (including z=0)

« The average score is weighted depending on how close the
testing position is to plane z=0.

v(m.s?)

Operational
Volume

Acc = 8m.s? Dec =8m.s?

z = 20 (outer position)

™~
"
IS

z2=0 z (cm)
22 Knowledge
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NXP Optimization support
Advantages
NXP offers a set of SW tools integrated in NXP NFC Cockpit to help
debugging and optimizing terminal configuration for EMV L1 Analog test cases
* Intuitive GUI to configure and adapt IC settings
« Rx Matrix = Tool to test different receiver settings and find optimum

values.

« AWG Control = To control and automatize Waveform Generator used
for tests.

« SW to control mechanical TESTPICC positioning, using economic
robot.

This provides semi-automatic reqgister optimization for compatible NXP ICs

24 Knowledge




NXP Optimization support
NFC Cockpit

»> NXP NFC Cockpit v4.8.0 / VCOM_PN5180 @\\.\COM8 FW:v3.C EE:v153.0.0

S/EEProm access Operation

Menu to configure
DPC settings:

RF_CONTROL_RX EEPROM

Read

Register address: ®) Register

(

0x22

Write

| « Correlation
Bit selection: Vv vvivivIvvI] . .
Binary rRRRRERIINSR22H o  Calibration

et Llallallellellell o eIl el ol ol ol dlld]
00000019

Write Operation _ z

® All bits ‘

Single bit S S <

EEPROM Single Byte

omi RF Field Control

L mp EEPro ‘ Rf Eield On

Read/Write EEPROM
and registers from the
chip

Log Monitor
[2019.05.16 12:56:05]:INFO:ServiceFactory:Generating Servides fo
[2019.05.16 12:56:06]:INFO:EEPROMService_PN5180:Read from SE
[2019.05.16 12:56:06]:INFO:EEPROMService_PN5180:Read from EE 2

[2019.05.16 12:56:47]:INFO:ServiceFactory:uC FW Version: NNC_uC_VCorr—vo
[2019.05.16 12:56:47]:INFO:EEPROMService_PN5180:Read from EE address: Ox34 2bytes Value 08 00
[2019.05.16 12:57:34]:INFO:RegistersService_PN5180:Read Register RF_CONTROL_RX@0x22. Value=0x00000019

VCOM_PN5180 @\\COM Close Port | |

Secure Upgrade

Soft Reset

Reader | LPCD @ Test Signal Scripting = Extra

Configure Rx Matrix
tool to find optimum
settings for receiver
parameters

AWG ConfiguratioN
AWG Connection

Dentacal Confinuration

AWG Signal Generatio
Menu to control
Waveform Generator
device

Samnle Rate Configuration

10
16.95MSa /s

onfiguration

Please enter voltage in the range of 0.015V(i.e
15mV) to 5V.
Note : Please enter hexadecimal bytes.
Example: 1TA2CAS D9 ...
Trigger Configuration
s 1 v SOF  EOF |/ Parity
Please enter trigger delay in the range of 0 to
1000us.

Binary Data Configuration

INFO: Read Register RF_CONTROL_RX@0x22. Value=0x00000019

Mobile °
Knowledge
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NXP Optimization support
NFC Cockpit

e NXP NFC Cockpit v4.8.0 / VCOM_PN5180 @\\.\COM8 FW:v3.C EE:v153.0.0

Registers/EEProm access Operation Readerl LPCD l DPC l Test Signal l Rx Matrix | Scripting  Extra
RF_CONTROL_RX 7 O EEPROM Secondary FW | AWG |
Register address: 0x22 @® Register Secondary Firmware Task List
Bit selection: PP I I B B ZE 2 . __LoadSecondaryFirmware
-0 O O O N T NN O DO N O N T M N - OO wvl\ On '
Binary MMM AN ANANANANNANANNN" - - H :
: Lol oll ol ol olf ol off off ol o olf ol o off ol of olf ol o o] ol ol olf lf off ff ol 1 __— T TStrsacondary Firmware
00000019 i v 5 EMVCo Loop back (digital) )
Write Operation ::;,3 25 ( Transaction Send A )
® Allbits ' ;:' \ransaction Send B y
= l§
O Single bit 2 IS
( Cockpit includes
EEPROM Si[ngle Byte Acc]e|ss | T Scnpts for all
Address [0x00 Read EEPROM
Data  [0x00 || Write EEPROM| necessary EMV
e testing appllcat|ons

[2019.05.16 12:56:05]:INFO:ServiceFactory:Generating Services for V(
[2019.05.16 12:56:06]:INFO:EEPROMService_PN5180:Read from EE address 0x14 2by\e& Value 0099
[2019.05.16 12:56:06]:INFO:EEPROMService_PN5180:Read from EE address:0x12 2bytes. Value=0C 03
[2019.05.16 12:56:06]:USER_ALERT:EEPROMService_PN5180:Current Firmware Version: r3.C is old.
Latest known version is : r4.0

[2019.05.16 12:56:47]:INFO:ServiceFactory:uC FW Version: NNC_uC_VCOM_03.04.00_20180420 (Compiled on Apr 20 2018 18:01:38)
[2019.05.16 12:56:47):INFO:EEPROMService_PN5180:Read from EE address:0x34 2bytes. Value=08 00
[2019.05.16 12:57:34]:INFO:RegistersService_PN5180:Read Register RF_CONTROL_RX@0x22. Value=0x00000019

8 VCOM_PN5180 @\\.\COM Close Port I I Secure Upgrade l I Soft Reset I m - INFO: Read Register RF_CONTROL_RX@0x22. Value=0x00000019

26 IR



NXP Optimization support
DOBOT Magician

NXP FireArm Positioner to control DOBOT

ra FireArmPositioner 20,2 - 0 b4
Ble A Control
Tenck Pots EMC Mmoot Bt Dobior Controd
= Labe X v z R Tamglats M :rn!-"‘hrt" ::ﬂnmam
<n Nave
1 000 st Tamplone Fie FAl_EMVCo_Rurka_mt_BIAS ad o S of Davicn Sclares 268
2 010 [] Lowt i . sertio Load Tarwplste Fie COM Port usedi com? v
3 013
4 016 EMVCo Port Sacton Dymrny COM Post
>-619 x00 x10 =13 16 %19 x20 x23 226 229 Cormactnd Clscazrect
& 100 ST (o
7 120 N I~ I Y Sarver Sochet
3 123 3 |i |_‘£ v ;/_[ L{] Socket St Lakenrg...
= e Pl e s g ol
: (4 ZRCEZRY Focket Podts | 63 3
(o | [P A 3 7081
1 2 2 @& I e
—_— Lot Mesape: Aurmeg on 30 LITASL pont MR
o4 M M Ed M s £
Sgle Seckon ©0e . Mova b e
A Ezakoneg
Orgin Bastion
Flusw Sipiee  Sinl-we Siglne S
Cumwet Postien
X500 (SIVij000 S13:i|-M00 SRR Sheo: QL8 -
Track Poirt Sropetes
Dwwct Cootrol
Fause Tire (el 1000 )
Fatewon Cyrrwnt St Currart g Orgin
Uit ofbsat 1000 s
5 Movets Mows b Cumeee
Special 2 chiwe = L from
Ervergency Sioe [ ek Movemare [arm Sodows cumeet posticn)
Towcits Trge Soncuds Lt Gevwrmn Track Fore

v
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NXP Optimization support
NXP Solution

Configure DPC and
register settings.
Including Rx Matrix to find
optimum configuration.

TESTPICC
______ - — —
Control robot with NXP
FireArm Positioner to POS
automate tests in

different positions

Oscilloscope

28 Knowledge

* NFC Cockpit

* Firearm Position.

11 \\\\\

Control AWG to load
responses for every
command in the loop
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NXP Optimization support
NXP Solution

- .
Provided by NXP

NXP NFC Cockpit:

» Drives PN5180, PN7462 or CLRC663 (+ derivatives)
« AWG

*  RxMatrix

NXP Firearm Positioner:
» Allows to automate the EMV positions for testing
« Compatible with ‘Dobot’ (~2k€)

-

Additional tools needed

29 Knowledge

N calibrated

ﬁ calibrated

ROBOT

AWG 2000€
TestPICCs 4000€
Dobot 2000€
Total 8000€

~
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NXP Product Portfolio
for EMV




NXP Product Portfolio for EMV
PN5180 — Key Features

NFC Forum, EMVCo and ISO/IEC compliant library

| E— e

NFC frontend development kit OM25180FDK

/

31 YR e



NXP Product Portfolio for EMV
PN5180 — DPC in detail

32

Knowledge

VOV [V]

12,0
EMVCo analog compliancy -
@..__ too high power in close distance (clipping)
10,0 e PN5180... with DPC theoretical optimum -
"‘-u._“ getting the best long range power and avoiding
80 @ - ———— close coupling power impacts
o
6,0
e L
40 4 o . -
® @ ST ——— L . "*~-@ PN5180... without DPC
2,0 EMVCo analog compliancy - —
high power required in far distance to reach
0.0 minimum levels (comm distance)
0 0,5 1 1,5 2 2,5 3 35 4

Distance [cm]

Dynamic Regulation of...

Dynamic Power Control enables up to 30% increase

of the nominal driver current at same max driver spec

h
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NXP Product Portfolio for EMV
PN5180 — ARC and AWC

« Adaptative Waveform Control (AWC) and Adaptative Receiver Control (ARC) allows you to dynamically
configure and adjust parameters involved in waveform generation and reception.

« Using the different gears defined in the DPC, a correction can be applied to several parameters
depending on the gear used.

[ Gain 3 Rising time 4
Gear 0 HPCF 2 Falling time 5

>

{ N

ANANAN
NN N\

@

c - | Gear1 [ELT]

S | |
G S w
o Gear 2

v Gear 3 [l

)

7

Mobile
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NXP Product Portfolio for EMV
PN7462 — Key Features

State-of-the-art reader solution on a single chip
Contact and contactless interfaces with full MIFARE family support powered by an ARM Cortex-MO core

All integrated although highly customizable

160/80kB Flash memory, USB, GPIOs, various host and master interfaces

Faster time-to-market

Complete support package including NFC Forum compliant SW library and source code of typical applications

Smaller footprint at lower system BOM

Reducing system components and PCB by up to 50% in typical applications

@ NFC controller development kit OM27462CDKP
/

30 YR aie



NXP Product Portfolio for EMV
CLRC663 plus — Key Features

Best performance at lowest power consumption

Extended Low Power Card Detection range with new configuration options. Low supply voltage for battery
support down to 2.5V

Design flexibility
Max. operating transmitter current of 350mA with limiting value of 500mA broad temperature range from
-40°C to +105°C

Pin-to-pin and software compatible to CLRC663

0‘ Backward compatible to CLRC663

Faster time-to-market

Complete support package including EMVCo compliant NFC SW library and NFC Cockpit with VCOM interface
and easy antenna configuration

m——Mobile
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NXP Product Portfolio for EMV

Summary

« NXP plans to have qualified their family of NFC chips for payment by 2020
PN5180 - Already qualified for EMV v3.0!
PN7462 = In process
CLRC66303 - In process

* New PN5190 designed specifically to meet EMV 3.0 requirements;
Samples to be available before end of year

 Digital compliance is done.

« NFC Library is upgraded to support EMV 3.0 (From v05.19.00)

Mobile -~
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More support




NXP

Relevant resources regarding POS

Application notes; demo board;

EMVCo L1 contact analog Report from test house ALE] ENIES MERES D 52 (e e

Customer schematic validation GEEE) (18
Application note; source code; ICS example;
_ internal test report Final device needs to be tested at a
Eiivee L1l eemizet eligiz] Support on NXP stack integration certified lab
Support on EMV test suite errors
Link to partners for stack ; Final device needs to be tested at a

SLiCOlelch ol Pre integration support if NXP L1 stack is used  certified lab

Antenna design guide, loop back example; internal

EMVCo L1 contactless analo test report; demo board Final device needs to be tested at a
9 Antenna design support & RF support from CAS  certified lab
team
Source code; application note ICS example;
- internal test report Final device needs to be tested at a
2ree L conieiees elefiel Support on NXP stack integration certified lab

Support on EMV test suite errors

Link to partners for stack ; Final device needs to be tested at a

20 L2 cemiEet ese Pre integration support if NXP L1 stack is used certified lab




Knowledge

Contact

We are your ideal Engineering consultant for any specific support
in connection with your EMV L1 approval process.

If you want to:

Design a PCD L1, Mobile/Wearable L1 compliant device
Design and optimize the performance of your contactless antenna
Debug your device to make sure itis EMV L1 compliant

- Accelerate your time to market and avoid never-ending test processes

We have the tools and expertise to help you achieve EMV 3.0 compliance

h
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mailto:contact@themobileknowledge.com
http://www.themobileknowledge.com/

Get ahead with NXP’s PN5180
Frontend - Design your POS
terminal with EMVCo (L1)
certification

Pablo Fuentes (Speaker)
Angela Gemio (Host)




Get ahead with NXP’s PN5180
Frontend - Design your POS
terminal with EMVCo (L1)
certification

Please remember to fill out our (pop-up)
Check your email for and on-demand
addresses

Please check NXP and MobileKnowledge websites for
and

h
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http://www.nxp.com/support/classroom-training-events:CLASSROOM-TRAINING-EVENTS
http://www.themobileknowledge.com/content/knowledge-catalog-0

MobileKnowledge

MobileKnowledge is a team of HW, SW and system engineers, experts in smart, connected and
secure technologies for the 10T world. We are your ideal engineering consultant for any specific
support in connection with your IoT and NFC developments. We design and develop secure HW
systems, embedded FW, mobile phone and secure cloud applications.

Our services include:

= Secure hardware design

= Embedded software development

= NFC antenna design and evaluation
= NFC Wearable

= EMV L1 pre-certification support

. . . MOBILE
= Mobile and cloud application development E WORLD CAPITAL.
BARCELONA

= Secure e2e system design

secure 1oT revolution

R4
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