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NFC for product authentication &
Identification
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NFC for product authentication & identification

NFC Benefits

+ Adjust settings of the main unit based
on the accessory attached

« Ensure authenticity of the
consumable / fight counterfeits

* Improve accuracy by storing
calibration data on the tag

* ldentify users and immediately

Combat counterfeits Create more Order branded Automatically provide personalized settings
by authenticating interactive and replacements/ choose the right « Send notifications when accessories
accessories personal experiences consumables with a tool every time

_ are nearing replacement
single tap

Mobile
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How NFC works in product authentication & identification

Use case
- Validate the originality of the consumable / accessory Main unit or Accessory or
- Optionally, configure the device with related settings base unit removable part

— Goals : NFC reader

- Ensure originality including recurring revenues on
consumables

NFC tag

- Enhance consumer experience and convenience Data read by NFC Reader
inside the base unit, e.qg. fridge,

blender, then sent to MCU

NFC Tag in the removable part, e.g.

- Ensure product safety brush head, water or air filter, ...

m—— ViGbile
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NFC success stories
High-end blender

NFC reader: in the base unit
NFC tag: in the jug/container

Application: Check lid is closed before starting
configuration: settings

Face brush 3

NFC reader: in the handle
NFC tag: in the brush heads

Application: Automatically configure the brush speed &
spinning parameters

Water filter for fridges <

NFC reader: in the fridge base
NFC tag: in the water filter

Application: Check that the right & genuine water filter is
in place

= Gbile "
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How to implement the use case

8

Kinetis or
LPC MCU

Kinetis or
LPC MCU

BASE UNIT

SPIl or I12C

OR

SPI or 12C

Great NFC performance, low power consumption
readers. Highly flexible frontend for all solutions.

Mobile
Knowledge

ACCESSORIES

NTAG210p
NTAG21x
)) NTAG213 TT
NTAG413 DNA

ICODE SLX 2

ICODE DNA

Tags provide a great way to identify and
authenticate consumables & accessories.
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Solution selection guidelines

What do you need to achieve?

» Brand protection (only original supplies work), automation, safety / security
issues, etc.

Which are your security needs?

 Identification, authentication, signature, integrity check, encrypted
communication, etc.

What reading distance do you need?

« Afew cm, a few tenths of cm, etc.

Do you have space constraints in the product?
« Directly impacts the antenna size.

= Gbile "
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NXP portfolio for product
authentication & identification
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NFC security features in NXP portfolio

NTAG

UID + Originality
signature

Tag authentication:

UID based
Advance cryptography

operations, e.g., SUN,
3-pass AES AUTH

Online tracking, no
cryptography applied

Proves NXP/OEM
product genuineness

0%,
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Originality Signature generation during IC production

NTAG
@ NTAG
= >0

N2 =
. NXP key pair ICODEe
Unique ID per IC - -
_ _ @™ public key
IS S|gned by NXP . Private key

- (uo

Signature is stored I
inside the IC

12 R e



Originality Signature verification

NTAG
| NTA
UID and signature gnas
e i ) | READSG =
are retrieved ICODE

P w NXP key pair
Signature is verified o 0— ?b"f ksy
with the IC UID l L Private key
‘ Fake
¥

Original device
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OEM Customizable originality signature

E. ﬁ NTAG ()

= ICODE
OEM o
. (*) Only some NTAG
family members
U nlq ue I D per IC o Public key support this feature

" is signed by OEM

" Private key

3 Signature is stored and
locked inside the IC ;

h
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Secure Unigue NFC Message (SUN)
- Unique NDEF message generated each tap N TAG
LR

- Incremental NFC counter each tap available
- Direct connection to web-service with no app required
- AES based dynamic CMAC as part of the NDEF data

NDEF
4 content

UID

= Mobile -
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AES 3-pass mutual authentication

| Advanced Encryption
| Standard is a

| specification for

| symmetric encryption

) ISO/IEC 29167
' defines procedures
8 N for tag authentication
O Toknte @ using AES-128
y ? Readerin t i\'zfssb‘gi‘y
- the device h
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AES 3-pass mutual authentication

DDDDD

Reader sends authentication command
with key number to use ICOD€E

DN A

Tag generates random challenge, encrypts
it and sends the response

Reader decrypts the challenge, combines it

with a new challenge, encrypts the result \‘) E(Kn, RndB) l
and sends the response ’ )
v/ E(Kn, RndA|RndB’)

Tag decrypts the message, and sends the
reader’s challenge encrypted

If all challenges have been successful,
both ends are now authenticated and have a
shared secret

h
P
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Tag Comparison

Type Type 2 Type 2 Type 4
Operating distance 10 em 10 cm 10 cm
up to
D 32 Bytes 32 Bytes 56 Bytes
TN SIE LRI (NXP signature) customizable (NXP signature)
3-pass AES Auth X X v/
SUN X X v
Memory 144-888 Bytes 64 Bytes 128 Bytes

0%,
19 Knowledge

Type 5
1.2 m

32 Bytes

| NTAG2Ix NTAG210u4 | NTAG413DNA | ICODE DNA

customizable

v
X

256 Bytes



NFC frontends

( SLRC610 plus N\ [ MFRC630 plus

® Multiprotocol: ISO/IEC 15693, ISO/IEC 18000-3 ® RF standard compliance: ISO 14443A

@ Supporting vicinity products ICODE ® Recommended solution for NTAG and MIFARE
® Host interfaces: SPI 12C, UART @ Host interfaces: SPI I12C, UART
® Separate I12C bus for a SAM ® Separate 12C bus for a SAM

Application MCU g MFRC630 ,))

> <10cm

©

Application § MCU § SLRC610 )))

<1l2?2m
\_ J L
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NFC Nutshell Kit




NFC Nutshell Kit introduction

22

Need to add NFC into your products ?

The NFC Nutshell Kit modules are specifically designed for:

- NFC technology integration / retrofitting into existing or
new product designs

- Building up of NFC enabled demonstrators

- NFC technology evaluation

- Application testing and development

Developed by GMMC, the kit contains several
modules covering most of NXP portfolio for NFC
solutions. GMMC is an approved engineering
consultant of NXP for NFC
(https:/Inxp.surl.ms/NFC_AECQC)

Mobile
Knowledge

ChniC

we deliver for YOUF SLUCCess


https://nxp.surl.ms/NFC_AEC

Benefits & features

- Nano sized modules for space constrained environments

- Flexible configuration to adapt to different conditions

- Support of most popular NXP NFC reader/writer ICs

- CLRC663plus family, PN5180, PN7150, PN7462 family

- Compatibility with existing NXP NFC and MCU

23

development tools

- NFC Cockpit, RFIDDiscover, MCU Expresso, LPC
Link2

Mobile
| Knowledge
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Modules

Host interfaces: Microcontrollers: RF-Frontends:
- CLRC663 plus family,

- USB Plug - LPC11u68 (JBD48) including SLRC610,

- Programmable converter - LPC1769 MFRC630 MFRC631
USB to UART, I12C, SPI — PN5180

- Signal Debug Extender RF-Frontend with
integrated MCU:
- PN7462 (Q2 2018)

-~ PN7150 (Q2 2018)

m—— ViGbile
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Modes of operation for USB protocol converter

MCU stays in programming
mode, only for MCU flashing

PG NEC Fontnd No MCU is used. The computer

via UART

talks with the frontend via UART

The computer can talk with the
MCU over the specified protocol

TN
20 N, N



Supported NXP development tools

NFC Cockpit 4% RFIDDiscover 4% — NFC Reader library r@

More information on NFC-Cockpit
More information on RFIDDiscover
More information on NFC Reader library

2 m


https://www.nxp.com/products/identification-and-security/nfc/nfc-reader-ics/nfc-cockpit-configuration-tool-for-nfc-ics:NFC-COCKPIT
https://www.nxp.com/support/developer-resources/software-development-tools/rfiddiscover:RFID-DISCOVER
https://www.nxp.com/products/identification-and-security/nfc/nfc-reader-ics/nfc-reader-library-software-support-for-nfc-frontend-solutions:NFC-READER-LIBRARY

Consumable authentication
Sample application logic

N



Running the NFC reader library in the Nutshell Kit

N
Protocol Converter Mcu

i

n

\./.
v v
1. Prepare the 2. Configure USB

hardware converter

B %}
>/

20 EEDEDYSe

ders */ | NfcrdlibEx]_BasicDiscoveryLoop.c
crdlibEx1_BasicDiscoverylLoop.h" Readme.txt
) dickstart Panel &2 ®- Global Variabl.. ®-=Variables %
. Defines
i 5 MCUXpresso IDE (Free Edition)
yop_Sw_DataParams_t * pDiscloop;

N . - Start here
.ow variables needs to be initialized acco

B New praject...

sens_res[2] = {0x04, 0x00}; =
nfc_idi[3] = {xAl, 8xA2, BxA3}; Import SDK examplefs)..
sel_res = Bx40; @ Import project(s) from file system...
nfc_id3 = OxFA; & Build ‘NfcrdlibEx]_BasicDiscaveryloop’ [Releasels
poll_res[18] = {@xP1, OxFE, @xB2, Ox
0xB6, ©xBY, ( & Clean ‘NfcrdlibEx1_BasicDiscoveryloop' [Releasel
oxC4, 0xCs, ¥ Debug ‘NfcrdlibEx1_BasicDiscoveryLoop' [Releas

f PHOSAL_FREERTOS_STATIC_MEM_ALLOCATION *

#2_t aBasicDiscTaskBuffer[BASIC DISC_DEMO_ ® Edit 'NfcrdlibEx] BasicDiscovervLoon' proiect s
2 /* uint32_t aBasicDiscTaskBuffer[BASIC_T

ine aBasicDiscTaskBuffer NULL | |

<[>“ )\

\./‘ ([ ]
A4 A
3. Development 4. Build project

in MCUXpresso

— | — ——

Jptions Tools Help

P@EvR> @ EHOD

mmunications S

:] LPC1764 | [Er

E:

Lnk:l "] E

Sort COM 72 - FE
%ate:[ﬂazun vl
face: ’None 15F) vl

llator (MHz): |12 |

O
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\
5. Flash the MCU
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1. Prepare the hardware

Host interface: MCU: NEC frontend:

USB protocol LPC1769 CLRC663 plus
converter

- e e e e e e e e = == P
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2. Configure USB converter

Host interface;
USB protocol
converter

.
.. '.

SO o [

Firmware download via
NXP Flash Magic Tool

PC - NFC Frontend
wvia UART




3. Development: NFC Reader Library

—NFC Reader Library ~

Demo apps Reference Application

e e [ e g e T [ Software examples <J>
- e Example 1: BasicDiscoveryLoop
Custe | k. | oz el e |y ) || oy N| on | [P Example 2: AdvancedDiscoverylLoop
L L LI S pa—— 2 Example 3: NFCForum
s | oo | ogke | oo | wowe | oo | | ooes [ sore Misore | gt Example 4. MIFARE Classic
:“mal 9-35 snm 5».4 s.su.s:mc :ﬂm‘ ''''' 5- aw T o ¢ Example 5: |8015693
Example 6: EMVCo Loopback

T R P Example 7: EMVCo Polling

| Example 8: HCE T4T

Example 9: NTAG I12C
Example 10: SimplifiedAPI_EMVCo
Example 11: SimplifiedAPI_ISO

LpcOpeni2C © LpcOpenSPl |  Kinetisl2C

KinetisSP|

RaspbemPi | RasphemyPi
Linud2C | LinuxSPI

The NFC Reader Library is everything you need to create your
own software stack and application for a contactless reader

32 YR,



3. Development: Originality signature verification

fmm T s m = NfcrdlibEx1_BasicDiscoveryLoop

Initialize library ngg%u;g Fscovery

phNfcLib() phacDiscLoop_Run()

Detect tag and get
its type and UID

READ_SIG - _
command Verify Signature with UID

phalMful_SW_ReadSign() ecdsa Verify()
phallCode_ReadSignature()

0%,
SR raining AR



3. Development: Signature verification

- Reader library does not include asymmetric crypto

- Easy-ecc: a simple and secure ECDH and ECDSA library written in C
- Easy integration and use

https://qgithub.com/esxgx/easy-ecc

-
EH/* ecdsa_verify() function.
Verify an ECDSA signature.
Usage: Compute the hash of the signed data using the same
hash as the signer and
pass it to this function along with the signer's public key
if (ecdsa verify(PubKey, UID, Sig)) { ?Eguzge signature values (r and s).
DEBUGOUT ("Signature is a Valid NXP Signature."); p publicKey - The signer's public key
} elze { p _hash - The hash of the signed data.
DEBUGOUT {"Siqnatu:e is Not walid. "y p _signature - The signature value.
} Returns 1 if the signature is walid, 0 if it is inwvalid.
L« /
int ecdsa verify(const uintfé t p publicKey[ECC BYTES+1],
const uintf t p hash[ECC BYTES], const uintf t
P _signature[ECC BYTES*2]) ;
\_
More information can be found in AN11350 NTAG Originality Signature Validation (1.2) document
N
Mobile *.
34 | Knowledge ‘
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https://github.com/esxgx/easy-ecc

3. Development: 3-pass mutual authentication

35

—— Mobile
Knowledge

== mmmmm s m—m = NfcrdlibEx1 BasicDiscoveryLoop

Initialize crypto

itiali i Configure Discovery
Initialize library components and o B S

phacDiscLoop_Run()

phNfcLib() key store
phCryptoSym_Sw_Init()

Detect tag and get Perform mutual authentication

its type and UID phallCode_AuthenticateMAM()
phalMfdfEv2_Sw_AuthenticateEv2()




3. Development: 3-pass mutual authentication

36

NXP NFC Reader L|brary v05.02.00

phaiCode_GetMulipleBlocKSecunty Status
phallCode_FastReadMultipleBlocks
phaliCode_ExtendedReadSingleBlock
phaliCode ExtendedWriteSingleBlock
phallCode_ExtendedLockBlock
phallCode_ExtendedReadMultipleBlocks
phallCode_Authenticate TAM1
phallCode_Authenticate TAM2

phallCode_AuthenticateMAM

phallCode_Challenge

phallCode_ReadBuffer
phallCode_ExtendedGetSysteminformation
phallCode_ExtendedGetMultipleBlockSecurity Status
phallCode_ExtendedFastReadiMultipleBlocks

» Commands_Custom

>

Utilities
PHAL_ICODE_RESP_ERR_COMMAND_NOT_SUPPOR
PHAL_ICODE_RESP_ERR_COMMAND_NOT_RECOGN
PHAL_ICODE_RESP_ERR_COMMAND_OPTION_NOT_
PHAL_ICODE_RESP_ERR_NO_INFORMATION

PHAL ICODE_RESP_ERR_BLOCK_NOT AVAILABLE
PHAL_ICODE_RESP_ERR_BLOCK_LOCKED

PHAL ICODE_RESP_ERR_CONTENT_CHANGE_FAILL
PHAL_ICODE_RESP_ERR_BLOCK_PROGRAMMING_F
PHAL ICODE_RESP_ERR_BLOCK_NOT LOCKED
PHAL_ICODE_RESP_ERR_BLOCK_PROTECTED
PHAL_ICODE_RESP_ERR_GENERIC_CRYPTO_ERRO
PHAL_ICODE_ERR_CUSTOM_COMMANDS_ERRCR
PHAL ICODE_ERR_COMMAND_NOT_SUPPORTED
PHAL_ICODE_ERR_COMMAND_NOT_RECOGNIZED
PHAL ICODE_ERR_COMMAND OPTION NOT SUPPC

(] ] »

Mobile

Knowledge

§ phallCode_AuthenticateMAM()

phStatus_t phallCode_AuthenticateMAM ( void * pDataParams,
uint8_t bOption,
uint8_t bKeyNo,
uint8_t bKeyVer,
uint8_t bKeyNoCard,
uint8_t bPurposeMAM2,
uint8_t * pDivinput,
uint8_t bDivLen

Performs MAM authentication with the card.

Bath the MAM part 1 and MAM part 2 authentication are carried out internally by this interface.

Flag can be set by using phallCode_SetConfig command

Returns
Status code

Return values
PH_ERR_SUCCESS Qperation successful

Other Depending on implementation and underlaying component.

Parameters
[in] pDataParams Pointer to this layer's parameter structure.

[in] bOption Option flag as per ISO15693;

Generated by y‘gen 181



4. Build project in MCUXpresso

File Edit Source Refactor Navigate Search Project Run FreeRTOS Window Help

HrHE®~-R-Bixlrouese s SR bUERRR S LAFHE -0 A0S P R R R
[ Project Explorer 8 2, Peripherals+ 11! Registers '~ Symbol Viewer ¥ = B [g NferdlibEx]_BasicDiscoveryloop.c 22 =0
T ApiDocumentation - 28% Copyright (c), NXP Semiconductors Bangalore / Indial] -
O DAL 14
0 FreeRTOS 15@ /** \file[]
1 5 Ipc_board_nxp_lpcxpresso_1769 ;i_ [
» & Ipc_chip_175% 6x 35 * Reader Library Headers
T Nfcrdlib_Simplified APLEMVCo 36 %/
T Nfcrdlib_Simplified APLEMVCo_Analog 37 #include <phApp_Init.h>
T Nfcrdlib_SimplifiedAPLISO | 38
4 & NfcrdlibExl_BasicDiscoveryloop 3 39 /* Local hEﬂdEFS_*/ o
LB 40 #include "NfcrdlibEx1_BasicDiscoverylLoop.h"
1 BInaries a1
» &) Includes 425
v e DAL 43 **  Global Defines
i &= DebugLPC1769 44 /
% FreeRTOS 45
(= 46 phacDiscLoop_Sw_DataParams_t * pDisclLoop; /* Discovery loop component */
» G& NxpNfcRdLib [l . L ) .
» & phOsal 48 /*The below variables needs to be initialized according to example requirements by a customer */
49
» & Releasel PC1769 50 uint8_t sens_res[2] = {0x04, 0x00}; /* ATQ bytes - needed for anti-collision */
“ & src 51 uint8 t nfc_id1[3] = {0xAl, 0xA2, @xA3}; /* user defined bytes of the UID (one is hardcoded) - needed for anti-collisio
v & phApp_Init.c 52 uint8_t sel_res = 0x40;
1 [€ NfcrdlibEx1_BasicDiscoveryloop.c 53 uint8_t nfc_id3 = BxFA; /* NFC3 byte - required for anti-collision */
Readme.txt - 54 uint8_t poll_res[18] = {0x01, OxFE, 0xB2, OxB3, OxB4, 0OxB5,
- 55 0xB6, @xB7, 0xCO, OxC1, OxC2, OxC3,
U Quickstart Panel &3 = Global Variabl.. ©-Variables ®e Breakpoints 55 Outline B 56 0xC4, OxC5, @xC6, OxC7, 0x23, 0x45 };
57
b 58 #ifdef PHOSAL_FREERTOS_STATIC_MEM_ALLOCATION
- MCUXpresso IDE (Free Edition) 5% uint32_t aBasicDiscTaskBuffer[BASIC_DISC_DEMO_TASK_STACK];
60 #else /* uint32_t aBasicDiscTaskBuffer[BASIC_DISC_DEMO_TASK_STACK]; */

~ Start here
B new project..
= Import SDK example(s)...
® Import praject(s) from file system..
| & Build ‘NicrdlibExL_BasicDiscoveryloop' [ReleaseLPCl?SBm
¢ Clean ‘NfcrdlibEx1_BasicDiscoveryloop’ [ReleaseLPC1769]

¥ Debug 'NfcrdlibEx1_BasicDiscoveryloop' [ReleaselPC1769]
e

y;r

¥ Edit ‘NfcrdlibEx] BasicDiscovervLoon’ proiect settinas

61

#define aBasicDiscTaskBuffer NULL

62 #endif /* PHOSAL_FREERTOS_STATIC_MEM_ALLOCATION */
63
64
659 h
«| il | »
@ Installed SDKs @ Properties & Console & [Zl Problems @ Memory ® Instruction Trace & SWO Trace Config =3 Power Measurement Tool MEYSNvy=0

No consoles to display at this time.

Writable Smart Insert 63:1 O NXPLPC1769 (NfcrdlibEx] B.iscovervLoop)




4. Build project in MCUXpresso: Create hex

file

" EB~f>=08

I' File Edit Source Refactor Navigate Search Project Run FreeRTOS Window Help
N-HE 8-&~RBin|r o 2SR b0ERRRISLIFE-0-Q- (@O F-JRETNE I~ Quick Access
[t Project Explarer £ | 2, Peripherals+ i Registers & Symbol Viewer ~ 7 B [@ NferdlibEx1_BasicDiscoveryloop.c &
/) P! P eg| y ryLoop.
4 5 NferdlibEx]_BasicDiscoveryLoop o 83
4 4 Binaries 84
+ [% NicrdlibEx]_BasicD 857 ) )
[ | New 86 ** Main Function
@l Includes 87 y
o G DAL Open a8
- = DebuglPC1769 Open With 89 int main (void)
© G FreeRTOS Copy CtrlsC g0 {
v & intfs Paste Ctri+V 91 do
¢ s NpNTeRLib | P Delete M zi ¢ hStats t tat PH_ERR_INTERNAL_ERROR
N hOsal p! atus_A status = PH_ERR_: _ ;
=P Ltz 9a phNfclib_Status_t  dwStatus;
I = ReleaselPC1769 Rename... F2 as
= T m— 96 #ifdef PH_PLATFORM_HAS_ICFRONTEND
& 2 NfcrdlibEx1_BasicDisc 2 |[Export 97 phNfclLib_AppContext_t AppContext = {0};
Readme.txt 98 #endif /* PH_PLATFORM_HAS_ICFRONTEND */
@ NferdlibEx11 15010373 Refresh Fs 99
@ NferdlibEx2_AdvancedDi: A E ig? #ifndef PEEOSTL?:ULLSSE ¢ Bacicni
3 NferdlibEx4_MIFAREC phusa’l_hreadtb) b sastclisc;
i 3% DebugAs 102 #endif /* PH_OSAL_NULLOS */
NferdlibExS 15015693 Profile As e
O Nferdlibex7_EMVCo_Polli Launch Configurations 104 /* Perform Controller specific initializa
» E5 NfcrdlibEx9_NTagl2C 105 phApp_CPU_Init();
I NferdlibTst12_Re663Lped 106
I NxpNfcRdLib =
& phosal —WI _Init();
reate pinary
© Quickstart Panel % - Glob 3 Run C/C++ Code Analysis (=3 LlfwkServer GUI Flash programmer - - - - [
Team Disassemble .
Compare With S P Console % &l Problems @ Memory $ Instruction Trace §d SWO Trace Config &3 Power Measurement Tool 47 Search
MCUXpresso IDE Replace With Strip debug symbols
Process symdefs file
- Start here Properties Alt+Enter

B new project..
= Import SDK example(s)...

® Import project(s) from file system..

A Build ‘NferdlibEx1_BasicDiscoveryLoop' [ReleaseLPC1769]
& Clean ‘NferdlibEx]_BasicDiscoveryloop' [ReleaselPC1763]

.

B Edit ‘NfcrdlibEx1_BasicDiscoveryloop’ project settings

-

# Debug ‘NfcrdlibEx]_BasicDiscoveryLoop' [Releasel PC1769]

N -
N J %5 /NfcrdlibEx]_BasicDiscoveryLoop/DebugLPC1769/NferdlibExl_BasicDiscoveryLoop.axf

.8
.C

Mdt.)ile B
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5. Flash the MCU image

s Flash Magic ~
#® Flash Magic - NON PRODUCTION USE ONLY
[ File 1S Options Tools Help _ Device manager )
BEHIQGE > -|i5 Other devices

Step 1 - Communications [> ‘]I Portable Devices
|| select.. ]|LP01?69 MCU 4 @' Ports (COM & LPT)
. Y5 ECP Printer Port (LPT1)
N I-"F USB Serial Port (COM72)
Erase block B (0x005000-0x005FFF)

[> E Processors
Erase all Flash+Code Rd Prot
Interface: ’Nune 15F) "] [ |Eraze blocks used by Hex File [ g Smart card readers

05ci||amr(MHz):|12 | [ i;‘} Sound, video and game controllers
° i

Eraze block 1 (0x001000-0001FFF) E

Flash Bank: | Erase block 2 (0=002000- DxDDZFFFJ

COM Part: COM 72

Baud! Riate: 115200 ~|

J

- Hex File

Hex File:
' Modified Mednesday. January 31, 2018, 17:.07:42 mare info

Hex image

tep 4 - Options Step b - Startl

n\/erify after programming
| []Fill unused Flash

[ ] Gen block checksurms
[ |Execute

DAdivate Flash Bank

Start ]

Microcontrallers from NAP Semiconductors Main web page at:

i Hxp cormndmicrocontrollers >
\| : |/

.0
. .,

R 7o [




Additional tool: Debugging module

Compatible with LPC1769 and LPC11u68,
both included in the Nutshell Kit

SWD-LPC LINK2 adapter, standard
protocol for debugging

Requires pre-programmed USB
Bootloader and specific user application

.*® .,
O i PR N2



EVERYTHING YOU NEED TO BUILD YOUR

NFC CONSUMABLE AUTHENTICATION
SOLUTION IS HERE!




Summary of available resources

Tags:

- NTAG 413 DNA
- NTAG 210y

« NTAG 213 TT

- ICODE DNA

Readers:
- MFRC630 plus
« SLRC610 plus

AN11350 NTAG Originality Signature Validation
(Requires registration)

GMMC

h
P



https://www.nxp.com/products/identification-and-security/smart-label-and-tag-ics/ntag/ntag-413-dna-secure-unique-nfc-message-for-direct-access-to-web-services:NT4H1321G0DUF
https://www.nxp.com/products/identification-and-security/smart-label-and-tag-ics/ntag/ntag-210%CE%BC-nfc-forum-type-2-tag-basic-ic:NT2L1001_NT2H1001
https://www.nxp.com/products/identification-and-security/smart-label-and-tag-ics/ntag/ntag-213-tt-nfc-t2t-compliant-ic-with-tag-tamper-feature:NT2H1311TTDUF
https://www.nxp.com/products/identification-and-security/smart-label-and-tag-ics/icode/icode-dna-nfc-forum-type-5-tag-with-aes-cryptography:SL2S6002FUD
http://www.nxp.com/products/:MFRC63002HN
http://www.nxp.com/products/:SLRC61002HN
https://www.nxp.com/confidential/AN11350
http://www.gmmc-biz.com/

NFC for consumables and
accessories

Jordi Jofre (Speaker)
Angela Gemio (Host)

Please remember to fill out our (pop-up)

Check your email for and on-demand

addresses

Please check NXP and MobileKnowledge websites for

and
http://www.nxp.com/support/classroom-training-events:CLASSROOM-TRAINING-EVENTS

www.themobileknowledge.com/content/knowledge-catalog-0

h
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http://www.nxp.com/support/classroom-training-events:CLASSROOM-TRAINING-EVENTS
http://www.themobileknowledge.com/content/knowledge-catalog-0

J°°® °,
Mobile °.
Knowledge

Secure hardware design
Embedded software development
NFC antenna design and evaluation
EMV L1 pre-certification support

Mobile and cloud application
development

Secure e2e system design
Advanced technical training

www.themobileknowledge.com

mk@themobileknowledge.com

TRorwdited Trsneg Parine
Approved Engineering Consultant
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BARCELONA

secure loT revolution
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