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The NFC Journey
(including 10S 11 release)




The evolution of NFC including Apple’s journey

NXP co-founds t

lead collaborati + Apple introduces iPhone 7 that supports
stakeholders anc reading Felica cards (NFC Forum Type 3
tr Apple introduces iPhone 6 tag) in Japan [link ]
Most of the er-to- with Apple Pay using » Apple is officially chairing the l1oT working
people jards NFC technology group at the NFC forum [link ]

worldwide who
own smartphones
will also have an

NFC reader to
Interact with NFC
tags on products

2015 2017

2014
NXP and Son 5 S: Google « NXP ships the 1Bth * Apple implemented NFC tag reading
co-invent NFC! es the first chip to enable secure functionality in iOS 11
technology NFC phone NFC transactions in * NFC Forum loT working group
smartphones introduces NFC tag certification
* NXP wins prestigious ensuring customer experience
European Inventor
Award for NFC ‘ '
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https://support.apple.com/en-us/HT207154
http://nfc-forum.org/about-us/the-nfc-forum/committees-working-groups/special-interest-groups/

Apple 1I0S 11 release

— Apple iOS 11 NFC release announcement

-New iOS 11 supports reading NDEF messages.
- All NFC Forum tags type will be supported (1 to 5).

- Reading of NFC tags can be done from an App on the phone

— Supported devices

- All models from iPhone 7 onwards.

— Supported NFC products
NTAG NTAG NTAG I2C
NTAG ICODE

~ SmartSensor
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NFC Forum Tag Certifications
for 12 of our ICs
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NFC capabilities for both iI0OS 11 and Android

— Apple i0S 11 NFC specifics

NFC reader mode is only active within an App.
NFC Tag polling can only last 60s.

NFC tags initialization needs to be done by
dedicated NFC reader.

— Android NFC specifics

» Constant NFC polling when NFC is ON.

« Full NFC Forum command support plus access
to lower level APl command.

mvm Mobile -
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Read NDEF

Non-NDEF data
handling

Write NDEF

Energy harvesting /
Field detection
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Key NFC use cases with
smartphones




NFC brings secure connectivity to the loT world

Essential technology powering trusted contactless applications
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Hundreds of new NFC applications

Mobile

Wireless pairing
and network
commisioning

Direct 1:1
consumer / user
engagement

Diagnosis and
maintenance

Brand protection

WIEEESS
parameterization

N\

NFC-enabled

smartphone
Parts /

consumable
management

Condition
monitoring

\
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Taxation control

Patient and
medicine
adherence

|dentity
management

Active packages

Anti-tampering

...and more



NFC as the loT enabler for your products

Direct 1:1 consumer / user engagement

* Enhance brand value and build loyalty — via pre- and post-sales engagement

« Brand storytelling, reviews/ratings, contests and promotions, usage guide, product
registration, social communities, customer care, exclusive brand experiences,
gamification, loyalty programs, ecommerce, use-by-dates and much more ...

« Patient coaching: hints for use of drugs, reminders for pill taking / exercises.

Brand protection

* Product authentication (product genuinely) against counterfeits
« Channel authentication against grey markets

» Pedigree

Parts / consumable management .

+ |dentification and authentication of genuine replacement parts.

» Automated transfer of settings

-

e Customer notification
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NFC as the loT enabler for your products

Anti-tampering

* Tamper evidence
* Opening detection for pre-/post-sales communication

THIS PRODUCT
1S ORIGINAL

Identity management

 Document authentication
» Two-factor authentication
* Proof-of visitor presence

» Access control

Taxation control

» Tax stamp labels for excisable goods

Patient and medicine adherence

* Medicine usage: Smart blisters, Smart pill bottles

» Device usage: Diabetes pens, glucose meters, Inhalers
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NFC as the loT enabler for your products

Active packages

* Smart containers (e.g. how long has it been open, light exposure, temperature,
dynamic expiry date, usage guidance and quality assurance)

 Fill level detection (e.g. IV bags, flacon)

Condition monitoring

« Temperature monitoring: Cold chain, perishable goods, product state feedback

* Product handling monitoring (e.g. shock, vibration, tilting, orientation)

Wireless parameterization, diagnosis and maintenance

* Product personalization, Wireless display / human machine interface, Zero power
configuration

» Wireless troubleshooting, Wireless software update, Cable replacement, device-to-device
communication

Wireless pairing and network commissioning
» Bluetooth pairing, WiFi pairing, Home automation commissioning

Mcbile -
12 Knowledge




NXP NFC portfolio




Best in class NFC portfolio
Interface

A

NTAG SmartSensor _ _
P e ~ = Semi-passive
. S tags for sensing
and logging
devices with
dynamic NDEF
message
configuration and

readout

NFC SENSING NTAG for

& : : NTAG
PROCESSING sensing and logging smartsensor @)

NFC NTAG F and NTAG @ NTAcreplus
& HOST
plus for contact
and RF interface ‘NTAG eoF

Connected tags
with energy
harvesting and
dual interfaces for
embedded
electronics

NTAG 413 DNA ‘

NTAG 213 Tag Tamper
NFC g lamp '

Passive tags for
consumer engagement,
brand protection,
tamper evidence,
configuration and
authentication of
consumables, etc

NTAG 21x, ‘ ICODE DNA
ICODE SLIX2

NTAG and ICODE
for smart tags

»
»

- ' ICODE for traceability
Features combined with
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NTAG & ICODE - Embed NDEF messages into smart products

Giving products a voice!

* NFC tag and label IC based on 1SO14443 and ISO15693 standards.

« NFC Forum tag types 2,4 and 5.

» Dedicated special features (NFC counter and mirror, UID mirror)

« Tamper detection evidence (tamper message mirror)

* SUN (Secure Unique NFC) message verification (SUN mirror)

« NDEF message reading from user memory

* Special security mechanisms (PWD protection, tag and mutual
authentication, encrypted communication.

* Originality signature based on ECC cryptography.

*Full feature availability depending on the OS.

caN>0ID

Applications

Proximity retail marketing, on-product and on-package
information sharing, product and channel
authentication, document authentication, parts
configuration & much more




NTAG I°C plus: Your entryway to NFC

ﬁTAG I°C plus

: SRAM . 2C —
—& l
B v |

Energy Harvesting

an>30ID
Event Detection

« Tap and go connectivity to just about any electronic device. — Applications
« Energy harvesting to power external devices from the NFC field (up to 15 mW).
* Pass-through mode using 64-byte SRAM up to 40 kbps. Smart home, consumer applications, multimedia
* Password protection of 32-bits. devices, healthcare, smart meters, industrial
* Originality Signature based on ECC cryptography. automation, appliances, IoT nodes, fithess
* NDEF message reading from EEPROM or SRAM possible with iPhones. equipment, healthcare

*Full feature availability depending on the OS.



NTAG SmartSensor:
Generate collected data into NDEF message

caN>0ID

— Applications

» Single chip for creating semi-passive sensing NFC solutions (tags)

+ Combines NFC smartphone connectivity with autonomous sensing, data Smart packaging, Smart logistics, Process
processing and logging. control, Animal tagging, Patient and medicine

« Communicates via NDEF-formatted data and can be read by iOS and Android dosage adherence, Personal healthcare, drug

* Flexible and autonomous: open ARM Cortex MO+, large non-volatile memory delivery

« Easy to apply: just add a battery and an NFC antenna

*Full feature availability depending on the OS. M



New NFC Forum Tag Certifications




About the NFC Forum tag certification program

Objective:

19

NFC Forum's comprehensive certification program ensures consistency and sets the
foundation for interoperability.

The program applies to all tag types specified by the NFC Forum to deliver a
consistent, satisfying user experience.

Manufacturers can test and verify the performance of all key components of the NFC
eco-system: handsets, NFC tags, and readers with NFC Forum Certification testing

NFC Forum Tag Certifications with the following ICs

NTAG 210u (T2T)

NTAG 213 (T2T)

NTAG 213 Tag Tamper (T2T)
NTAG 215 (T2T)

NTAG 216 (T2T)

ICODE SLIX 2 (T5T)

NTAG 413 DNA (T4T)

NTAG 213F (T2T)

NTAG 216F (T2T)

NTAG I2C plus (T2T)

NTAG SmartSensor NHS3100 (T2T)
NTAG SmartSensor NHS3152 (T2T)

Mobile
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http://bit.ly/NFCFCertified
https://nfc-forum.org/wp-content/uploads/2017/08/NFC-Certified-Logo-Usage-Guidelines-2017-08-1.pdf

How do you benefit from certified tags?

gn_ Interoperability

l ' Quality assurance

Product differentiation

2 Training PR

Ensure reliable operation in the NFC ecosystem.
Ensure NFC enabled products are fully interoperable.
Secure investment in the technology

Confirm that tags conform with NFC Forum specifications,
which are the most broadly supported tags in the industry.
Tag manufacturers can inherit the test results, and
therefore save time and money on their certification
testing

Differentiate your tags from non-certified products and
attract customers who prefer to purchase certified tags in
order to make tag integrations more seamless




New NXP support tools
for 1I0OS and MacOS




NFC Taglnfo by NXP

A mobile app that supports all types of NFC Forum
tag types and displays the NDEF message.

NFC Taginfo .
by NXP Available for download

NXP Semiconductors in Appstore !

The app can complete the NFC record action, such
as opening a web browser, initiating a call, sending
an email or launching the map with geo-locations.

NFC resources:

* NFC TaglInfo by NXP is also available for Android
Mobil .'.
22 .Kr?O\:v‘laedge

Ready to Scan

)

Hold the NFC Tag near Top-Back of
the iPhone

Cancel

Ready to scan

NFC Taginfo by NXP

(5 () v

Technology : ISO/IEC 14443-A
Type : NFC Forum Type 2 Tag
UID :04 9F 2ED29C 39 80 | |

Jordi
Telephone : +34666666666
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details
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Tap with tag URL record

NFC Taginfo by NXP

© 9 ®
Contact

Name : Abu Ismail
Telephone : +494056135070
: +4915115210535
Jail - abu.ismail@nxp.com
Address : Stresemannallee 101
Hamburg 22529 Germany
Organisation : NXP Semiconductors o
Title - Product Manager

QSCANTAG
® NP ©

Business card
record

Map record

CI

Technology - ISO/IEC 14443-A
Type - NFC Forum Type 2 Tag

UID 04 9F 2ED29C 3980 | |
NXP website

URL

http:/; n n n

®© N o

URL record details

Airplane Mode
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Blustooth

Mobile Data

Notifications.
B control Centre

Do Not Disturb

@ General ﬂ
Display & Brightness

Wallpaper
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https://www.nxp.com/products/identification-and-security/nfc:MC_71110#resources

NXP TagXplorer - PC/MAC based NFC tag reader-writer tool

A software tool based on Java runtime
environment, for programming NFC tags — write
NDEF messages on NFC tags for iOS use

Your NFC tool for MAC, Windows and Linux

Available for download at

TagXplorer

A PC/SC reader is the interface between tool and
tag (easily accessible from the open market)

* NFC TagWriter by NXP can also be used for the same purpose in Android devices

2K Training AR
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Ta g X p lorer identiv uTrust 3700 F CL Reader 0

NDEF Operations &, Check NDEF INENREGANDERE / Write NDEF

Tag IC Info

Al Disconnect Reader | Disconnect Tag
Q Format NDEF 6 Change State % History

CC-File Info

uIC Type: NTAG216
= Tag Type: NFC Forum Type 2 Tag
= User Memory: 888 bytes

NDEF Payload Info

= Record #1: vCard record
» Name: Ganzera
> FullName: Michael Ganzera
» WorkPhone: +4331242998446
» WorkAddress: Mikron-Weg 1Gratkomg8101
» Company: NXP Semiconductors
» Title: Senior Manager MIFARE Partner Program
» WebSite: www.nxp.com

» NDEF message size: 319 bytes
» Payload length: 301 bytes

Can be downloaded from

= Mapping version: 1.0
= Maximum Message size: 868 bytes
= NFC data set access: Read-Only

NDEF Payload(HEX) Info

= Record #1:

» Payload:
0x424547494E3A56434152440D0A56455253494FAE3A322E310D0A4E3A47616E7 A6572613
B4D69636861656C3B3B3BOD0A464E3A4DE9636861656C2047616E7A6572610D0A54454C
3B574F524B3A28343333313234323939383434360D0A454D41494C38582D494E5445524E4
5543A6D69636861656C2E67616E7 A657261406E78702E636F6D0D0A4144523B574F52483A
3B3BADS96B726F8E2D57656720313B477261746B6F726E3B3B383831303138417573747269
810DOA4F52473A4E58502053656D69636F6E647563746F72730D0AS5449544CA53A53656E6
96F72204D616E61676572204D494641524520506172746E65722050726F6772616DODOASS5
24C3A7777772E6E78702E636F8DOD0A55524C3A7777772E4D49464152452E6E657 40D0A4
54E443A56434152440D0A



http://www.nxp.com/NFC/
https://www.nxp.com/products/identification-and-security/nfc/nfc-reader-ics/nfc-controller-solutions/tagxplorer-pc-based-nfc-tag-reader-writer-tool:TAGXPLORER?fsrch=1&sr=1&pageNum=1

TapLinx - your library to develop applications in MacOS

Designed to ease the development of NFC based applications

for standard JRE machines.

Allows developers open access to all hardware features of NXP’s NFC chip
portfolio including NTAG and ICODE products.

Any secure key storage, e.g. HSM, SAM, Spongy Castle.

More info in www.mifare.net

Structure-based compact API - ensuring better ** Prerelease version available under NDA.
usability of SDK in app development. *** Optimized version for Android available

.*® .,
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http://www.mifare.net/

NTAG SmartSensor development tools I_§ITAG

.~ SmartSensor

o | ® ® A
° Aval | ab | e I n A p p S to re . tlogger/demo.nhs.nxp.log Adherence monitoring started 6
i minutes ago. 12 pills remain.
- N FC Tag I nfo 46802 values logged between 16.1C 1# 2 after 14 seconds
and 33.2C. 1# 4 after 4 minutes
- iPhone NHS3100 temperature logger APP for status W o |
re ad O Ut | tlogger/demo.nhs.nxp.log

- 10S and MacOS SDK support*
- LPCXpresso on macOS

- MacOS NHS3100 temperature logger APP for ® NX = ® NM =

configuration, start/stop and readout** sl ‘- e -

_ MaCOS therapy adherence APP for Start/stop** ACTIVE CONFIGURATION ACTIVE CONFIGURATION

- Example code for firmware, NHS31XX APP source code for
iPhone and for macOS

2017-09-24 17:33:29 25m

Recording Values

* Ava.ilable end Of OCtOber 2 16 Jged be < ’ 25 values have been recorded.
** ReqUIre an external NFC reader temperat Meaiuurz;e:lln(: aE::ry:irr;\iins

Minimum Limit: O °c
«*® ., Maximum Limit : 45 °c
VI Mobile °. ' ;
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NFC starter packs




NXP App developer NFC tag starter kits

- Commercial sampling kits including NXP NFC Forum %
Type 2/4/5 NTAG and ICODE tag ICs. <

www.\ux-ident.com

- Compatible with Android and iIOS 11 devices.

- Available on partners’ worldwide distribution channel

- The kits are available from:
- ldentlv (via TX Systems and SCM PC Card) .. N
_ Lab-ID (via Farnell o Bt e el e i S b
- LUX-Ildent ( via Digikey)
- Smartrac (via Future Electronics and Atlas RFID)

NFC Sample Card

> < \‘ N NG
‘ v :.T':Sm pa— y @everywhere 'w ‘
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Wrap up & Q&A




NXP is the market leader of NFC and loT technologies
Maximizing the I0OS NFC potential with NXP

With Apple’s recent launch of iOS 11, almost two
billion people worldwide who own smartphones will
also have an NFC reader to interact with NFC tags.

Key facts about NXP:

« NXP co-invented NFC.

- NXP has the broadest portfolio of NFC tags,
reader ICs and support tools.

- NXP has been the first vendor to receive NFC
Forum Tag certification for its NFC tag ICs.

Mobile
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NFC reader mode in 10S 11

- Which Apple products are supported?

-1Phone 7/ iPhone 7 Plus and its successor products.

- Which NFC modes are supported by i0OS 117

- Today, only reading of NDEF formatted NFC tags.

- NFC Tag reader mode limitations

-Tag reading is limited to tags containing NDEF formatted
data.

- Which tags are supported?

30

-NFC Forum Type 1,2,3,4,5 Tags
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MobileKnowledge

Software development in Android and iOS MIFARE® product-based applications

Embedded software for MCUs End-to-end systems, readers and card-related designs
JCOP, Java Card operating Systems EMVco applications

Hardware design and development Readers, cards, design for test compliancy (including PCI)
Digital, analog, sensor acquisition, power management Secure Element management

Wireless communications WiFi, ZigBee, Bluetooth, BLE GlobalPlatform compliant backend solutions

Contactless antenna RF design, evaluation and testing Secure services provisioning OTA, TSM services

MobileKnowledge

Roc Boronat 117, P3M3
08018 Barcelona
(Spain)

contactless revolution

Get in touch with us

MOBILE
'WORLD CAPITAL.
BARCELONA
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https://www.google.es/maps/place/MobileKnowledge/@41.402408,2.1926513,17z/data=!3m1!4b1!4m2!3m1!1s0x12a4a33d3b71de05:0xcb1b84b268066826
http://www.themobileknowledge.com/
mailto:mk@themobileknowledge.com

Why you will soon see 100’s of

new NFC applications

Jordi Jofre (Speaker)
Angela Gemio (Host)

Please remember to fill out our (pop-up)
Check your email for and on-demand
addresses

Please check NXP and MobileKnowledge websites for
and
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http://www.nxp.com/support/classroom-training-events:CLASSROOM-TRAINING-EVENTS
http://www.themobileknowledge.com/content/knowledge-catalog-0

