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Our support for NFC

NFC IMPLEMENTATION PROCESS

Investigate, which NFC functionality you need for your application (e.g.

NXP SUPPORT

Evaluate the
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Knowledge

functionality

Select IC

Evaluate Features
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Prototyping

Test & Debug

Get Certified

only read cards or write tags or exchange information with another

device etc.)

Nobody gives you more options to choose from. Start with the specs
given in this brochure, then go online to get detailed parametric

searches.

Explore the possibilities with one of our development boards, then use

that same board to start prototyping.

Hardware

PCB design & antenna design

CONNECTED TAGS
Write your code for
your MCU using the
available code
example. Connect
additional memory
over 12C to your
controller enabling
e.g. firmware update.

Softwa

NFC FRONTENDS &
CONTROLLER WITH
CUSTOMIZABLE FW
Write your code for
your MCU using the
NFC Library
incorporating support
for all relevant cards
and phones.

NFC CONTRZ.LLER
Write v_ar code for
yor. MCU

asing the available
code examples calling
the functions already
embedded in the FW
of the NFC controller

Standards-based design and support for the most popular

development tools make it easy to fine-tune performance, catch errors,

and fix bugs.

Our NFC solutions are designed to help you meet CE, FCC, and other

regional requirements, and make it easier to pass EMVCo certification.

Product selection app Parametric search and
product details on nxp.com

Z-card with NFC Reader Portfolio

NFC Everywhere brochure, pp. X-Y

NFC use case and product webinars

~.crber files of development kits online

NFC library

Sample code

NFC Cockpit

App notes

Online training including SW and antenna design
Tutorials

Design files of development kits

DPC, strong RF power generation, RF wave shaping,
and HW-based EMD error handling, ease EMVCo and
NFC-reader certification

EMVCo L1 (analog in source code
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INTRODUCTION TO THE
NFC READER LIBRARY




NFC Reader Library

Demo apps Reference Application
Basic Advanced NFC Forum [ MIFARE Classic | ISOMIEC 15693 | EMVCo Loop | EMVCo polling | HostCard | NTAGI2C MIFARE EMVCo Profile ISO Profile Ref
Discoveryloop | Discoveryloop demo jcati jcat ack applicati demo Emu demo  |DESFire dema Ref App App
Applicati icat jicati icati licat icati licati Cempliance
HCE Layer
SNEP 1.0
MIFARE | MIFARE | MIFARE | Partof Jewell |NFCFowm| ISONEC | ISONEC | ICODE frezeoees M d I
Classic | Ulralight, | DESFire |FeliCaCmd| Topaz Tag 15693 [ 180003m3 |  SU = ° oaular
EV s set operations Discovery y LLCP 1.1
T4T-A
Loop . o R
TR PO R i PO e ST SR - - = - Multi-layered
1SOAEC ISONEC 1SOIEC ISOMEC MIFARE ISONEC Felica ISONEC ISOIEC ISOMEC ISOIEC . ANSI_C Ian uage
14443 14443 14443 14443 14443 compliant | 18092 Initiator | 18092 Target 15693 18000 3m3
3A [/ Jewel 3B 4A 4 4me protocol
sw se v Sn Sw | suo | Sw Tew Sw Sw 1
: - ' - Portable to multiple
design environments
. OPNS12I I f
o mown S e and platforms
: - Free download
- Generic
: = | RasphemyPi | RaspbemPi
LpcOpen!2C  LpcOpenSPI | Kinelisl2C  KinetisSPI Uni2e  LiweSPl
Common (Layer independent)
Key Store | 150144434 Tools Log OSAL Utlls | CrypteSym | CryptoRng phPlatiorm
CID Man. | (CRC, Parity)
v | mose e Taw PHT4EZAL - LF'C'M\&BE LrciTes - kez “":"’ :

[ raining P Info and source code:


http://www.nxp.com/pages/:NFC-READER-LIBRARY

NFC Reader Library

Benefits

= Simpler certification: Get ready for certification with test applications for
ik EMVCO L1, NFC Forum and ISO/IEC10373-6 PICC/PCD

Leve, I\ m
P iGbile °.
6 Knowledge



7

Mobile
Knowledge

NFC Reader Library

OM25180FDK

PNEV512B

CLEV663B




P | iB0MEC
i

BOEC | SO
g, | S

wey

—Mobile
8 Knowledge

NFC Reader Library

- SW support for NFC controllers with customizable firmware -

s
4

OM27462CDK




NFC Reader Library

_—
-LPC MCUs —— z'z ~  Kinetis MCUs —&#&s . ~ Linux OS

LPCXPRESSO

*Available soon

NFC Reader Library v4.040.03.001640 supports:
LPC1769/LPC11U68 connected to PNEV512B, CLEV663B and PNEV5180B boards
FRDM-K82 connected to PNEV512B, CLEV663B, PNEV5180B and PNEV7462B boards
Raspberry Pi connected to PNEV512B, CLEV663B, PNEV5180B and PNEV7462B boards

Mébile
9 mKr?o\;dleedge x



NFC Reader Library

Release contents

~ NFC Reader Library APl —— Software examples — Documentation
i v4,040.04.001641
e - = SIS L T b wﬁ::u&l?{:ﬁunnqm”mm“
R = 2 il e Introduction
ﬁﬁﬁﬁﬁﬁﬁ e
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NFC Reader Library

J

Choose an NFC product and pick its development board.

.

Download the corresponding NFC Reader Library package
depending on your platform.

Install a development IDE.

It
Import software examples. | g
%

Evaluate functionality, re-use code and start developing. ﬁ%@

Note: LPC-Link2 board may be required as a stand-alone debugger as well x

Mébile
11 mKr?o\;uleedge



NFC Reader Library
Where to get it

X Jordi v @ English * = Cart
N a

I PRODUCTS APPLICATIONS SUPPORT ABOUT

NXP  Identification and Security » NFC and Reader ICs © NFC Controller Solutions. B<

NFC Reader Library - Software support for NFC Frontend solutions

Overview || Documentation

JumpTo Overview
Overview

Feature complete software support library for NFC Frontend ICs. Designed to give developers a faster and simpler way to
deliver NFC-enabled products. This multi-layer library, written in C, makes it easy to create NFC based applications.
Special features, including interrupt-based event handiing, Free RTOS support and MISRA-C compliancy, are provided
along with the NFC Reader Library. The software is designed in a way to be easily portable to many different
microcontrollers.

Festures

Features Supported Products

= AIINXF? NFC frontend ICs

Full feature set according to NFC Forum
Synchronous API

Modular, multi-layer design
Interrupt-based event handing
Supports RTOS and non RTOS based
architecture

CLRCE6302HN: High performance NFC reader solution
PNS12: Full NFC Forum compliant solution
PNS120A0ET: Full NFC Forum compliant solution
PNS120A0HN: Full NFC Forum compliant solution
PNS12040HN1: Full NFC Forum compliant solution
PNS12AA0HNT: Full NFC Forum compliant solution
PNS180: Highpower NFC frontend solution
PNS180A0ET: High—power NFC frontend solution
PNS180A0HN: High—power NFC frontend solution
PN746X_736X_SERIES: NFC Cortex-M0 microcontroller

= Supports multiple development environments
Certification test applications for EMVCo L1, NFC
Forum, ISO/EC 10373-8 PICC/PCD

Same software stack for PN512, CLRCB63,
PNT462AU, PNS180

Easy switching between reader IC

BT — Latest version and information available at:

Host interface: £C, SPI, or custom

= s e of g patons http://www.nxp.com/pages/:NFC-READER-LIBRARY

NFC Reader Library software packages

CLRCE63 ” PN5180 ‘ Linux | PN7462|

This tab contains software for the OM25180FDK development kit. For additional information please refer to the
OM25180FDK site.



http://www.nxp.com/pages/:NFC-READER-LIBRARY

NFC READER LIBRARY
ARCHITECTURE




~ NFC Reader Library APl —

—

NFC Reader Library

Release contents

Software examples

~ Documentation

i NXP NFC Reader Library .o0.04001641
—. NXP NFC Reader Library Documentation

Introduction

© Intendes Audience
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Overview
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NFC Reader Library

Architecture

- The NFC Reader Library is encapsulated
into layers and components.

- Each layer:

- Consists of different components, having a
generic interface and specific implementation

- Is independent from the other layers

- Is used as an entry point for the immediate
upper layer

- Provides a modular way of programming and
setting up the reader interface.




NFC Reader Library

Common Layer
Key handling component for storing crypto keys used in
the authentication and encryption operations.
Component for multiple card management
according to ISO/IEC14443-4
Utility component for CRC
and parity calculations
Component enabling
extended logging

Component which abstracts the OS simplifying
development in multiple SW platforms

PN74E240 § LPC11u68 : LFCIT68

AL
16 wr?g#fdg'e



NFC Reader Library

Common Layer

" ...
17 wr?g#fdg'e

Component providing an API for easily porting the NFC Reader
Library on a different host platform.

Implementations included for LPC, Kinetis and Raspberry Pi

Component providing crypto random
number generator implementations

Component providing symmetric
crypto SW implementation

PN74E240 § LPC11u68 : LFC1768




NFC Reader Library
Bus Abstraction Layer (BAL)

BAL layer implement the interface between host
MCU and the NFC reader IC

BAL components offer functions to abstract
the hardware parts of the host MCU

BAL abstract functions such as:
phbalReg GetPortList () phbalReg GetConfig()

phbalReg SetPort () phbalReg SetConfig ()
phbalReg OpenPort () phhalHw GetConfig ()

Generic

LpcOpenl2C I LpcOpenSPI | Kinetisl2C. ‘ KinetisSPI

18 W Risiacs



NFC Reader Library
Hardware Abstraction Layer (HAL)

HAL components abstract the functionality of
the NFC reader IC to a generic interface

PNE180

HAL abstract functions such as:

phhalHw FieldOn () phhalHw Receive ()
phhhale_FieldOff() phhalHw Exchange ()
phhhalHw Transmit () phhalHw GetConfig ()
phhhale_SetConfig() phhalHw Lpcd ()

1 9 wr?gnleedg'e



NFC Reader Library
Protocol Abstraction Layer (PAL)

PAL components contain hardware-independent PAL implements communication modes and data
implementations of contactless protocols exchange regarding the contactless protocol.

PAL components support:

- MIFARE - 1S0O18092 initiator / target (P2P)
- ISO/IEC14443-A - ISOIEC15693

- ISO/IEC14443-B - ISO/IEC18000-3M3

- FeliCa

AL
20 wr?g#leedg'e



NFC Reader Library
Application layer

NFC Forum ISONEC
Topaz Tag 15693 18000 3m3

operations

ICODE
su

..... : Laeaets i ] ; s

Additional MIFARE DESFire NDA patch
for full feature set in

AL contains application-specific implementations
for various contactless cards (card command sets)

AL components support:
- MIFARE Classic - ICODE SLI

- MIFARE Ultralight family - ISOIEC15693 commands
- ISO/IEC18000-3M3 commands

- FeliCa (partly)

- NFC Forum Tag operations - Jewel /Topaz
(TAT, T2T, T3T, T4T and T5T)

.
o~ Eliibidiol Knowledge


docstore.nxp.com

NFC Reader Library
Activity layer

Discovery loop component implements a poll
mode* and a listen mode** for contactless
card and NFC device detection

Discovery loop APl is:
phacDiscLoop GetConfig () : Returns discovery loop configuration
phacDiscLoop SetConfig(): Configure the technologies to be detected

phacDiscLoop Run () : Starts the discovery loop

phacDiscLoop ActivateCard(): Activates a detected card

* Based on NFC Forum Activity Specification v1.1 and EMVCo 2.5
** Based on NFC Forum Activity Specification v1.1 m

e Eliibidiol Knowledge



NFC Reader Library
HCE and P2P layers

HCE component implements the card emulation
of NFC Forum Type 4A tag

NFC P2P package contains:
The implementation of the LLCP protocol
The implementation of the SNEP protocol

.
= Eliibidiol Knowledge



NFC Reader Library
Simplified API

High level abstraction of the NFC Reader Library.

Focused on simplicity.

Aimed to write NFC application with minimum code

Three profiles:

NFC Forum channel: Transfer of NDEF messages
EMVCo channel: Transfer of APDUs according to EMVCO L1 spec
ISO channel: Raw data transfer

24 Knowledge




NFC Reader Library

Demo apps and reference applications

Demo apps
Basic Advanced NFC Forum | MIFARE Classic | ISOMEC 15693 | EMVCo Loop | EMVCo polling | Host Card NTAG 12C MIFARE
DiscoveryLoop | DiscoveryLoop demo icati icati back icati demo Emu. T4T demo DESFire demo

SW examples illustrating all operations and commands
required in contactless applications such as:

Reading / writing data to cards,

data exchange with other NFC devices

NFC Reader ICs emulating cards

—_— — T VSUES

EMVCo Profile IS0 Profile Ref

Ref App App

Reference Application
Compliance

SW examples illustrating the use of
the Simplified API for:

- EMVCo channel profile

ISO channel profile




USING THE NFC READER LIBRARY:
BUILDING THE SW STACK




Using the NFC Reader Library

- To use the NFC Reader Library, a
stack of components has to be

initialized. .
> Q
8 o
o <
- Each layer generates a context = 8
data which is used as an entry 55
point for the immediate upper T T
N
layer. g E
L =
Z £

- The component initialization must
be built up by a bottom to top
approach

Mobile -
27 mKr?o\;dleedge

y

Discovery Loop
(AL)

Application Layer
(AL)

Context Context

Protocol Abstraction Layer (PAL) | Context

Hardware Abstraction Layer (HAL) Context

Bus Abstraction Layer (BAL) Context



Using the NFC Reader Library

Demo apps

Which NFC modes do we need  mmEremes EMVCo pling | HostCar e
to support? e gy L Mo emo  [DESFire domo

I — - The application requirements define
& s
Uliralight, DESFire |FeliCa Cmd Topaz Tag 15693 18000 3m3 SLI
EV1 EV1 set operations

| HCE Layer -SNEm which modules need to be enabled.
ISONEC

T4T-A LLCP 1.1
14443

ISOAEC
3B

MIFARE
Classic

Discovery
Loop

Se

sw

- NFC Read/Write, P2P and Card
Emulation modes are supported by
separate components

ISOAEC
14443
34/ Jewel

18000 3m3

+ In the following slides, we will show
an example with these parameters:

2 S—— : : Which NFC reader IC is Which RF protocols do

PNE1B0 L1

RC523 | : used? we need to support? ) o
- MIFARE Classic application

- NFC Reader IC: CLRC663

S \Which host interface is - Host controller: LPC1769
used?

KinetisSPI Raspperypi | RasppomyPi |

LpcOpeni2C | LpcOpenSPl |  Kinetisl2C Linux2C | LinuxSPI

150144434
CID Man.

Tools
{CRC, Parity)

Log OSAL Utils CryptoSym CryptoRng

Lo te,
28 hKflr?g\;}rfedg'e M




Using the NFC Reader Library

Demo apps
Basic Advanced NFC Forum | MIFARE Classic | ISO/EC 15693 | EMVCo Loop | EMVCo polling | HostCard | NTAG I2C MIFARE A - d d se
DiscoveryLoop | Discoveryloop demo icati icati back applicati demo Emu. T4T demo DESFire demo A A O A
e 0 AR > odule
SHEP 1.0
MIFARE MIFARE MIFARE Part of orum | ISONEC ISO/EC ICODE -
Classic | [|Uliralight, irowe PEICA Cmd | Topaz Tag 15693 | 18000 3m3 sL / = =
EV1 set operations Discovery C G O O0p 10 ard
Loop - At

o o w o e g e o W ] o 0 0

ISOAEC ISOIEC ISONEC MIFARE ISOIEC Felica ISONEC ISOIEC ISOAEC ISONEC

14443 14443 ) T 44443 18092 Initiator | 18092 Target | 15693 18000 3m3 - o a R Nrotoco

3A/ Jewel 3B 4A 4 4mC prot

PUTHUTRR P L < — = AA/ AR

W sw Sw sw | oswo || Sw W Sw Sw sw W - 9 O

e alize the eade

PNE180 reees | 1 e e.0 RC66
Generic a e e O O Olle elface
LpcO nIZC!Lan nSPI e.o = 69
IS = Linuxi2C LinuxSPI
Key Stare 150144434 Toals CryptoRng 5ho a
- CID Man. | (CRC, Parity) Initialize the Key Store module
<
T = Gt [ evae T rcinees § Lroines (e.g. Crypto-1 keys)

AL
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Using the NFC Reader Library

1. Host interface initialization generates a data

o : . NFC
context used to initialize and configure the upper activity
layer (HAL)

phpalMifare Sw Init (.., void *pHalDataParams, ..) Context Context Context

phhalHw Rc663 Init(.., void *pBalDataParams, ..)

3 Context

2. NFC Reader IC initialization generates a data
context used to initialize PAL and Discovery Loop
components

phpanIl4443p3a Sw Init(..,void *pHalDataParams, ..)

phacDiscLoop Sw_Init (.., void *pHalDataParams, ..

Context

3.  MIFARE PAL initialization generates a data
context used to initialize MIFARE Classic

component

phalMFc Sw Init (.., void *pPalMifareDataParams, ..)

e
30 wr?g\;ulrfedg'e




Using the NFC Reader Library
Building the SW stack (Example IV) - Project build setup (ph NxpBuild.h)

#define NXPBUILD._PHAL_MFC #define NXPBUILD__ PHAC_DISCLOOP_SW /s The' build setup and functionality is
set in the file:
../intfs/ph_prBuild .h.

« This file defines the modules to be
included into the build setup or to be
excluded from the build setup .

#define NXPBUILD__PHPAL_114443P3A

#define NXPBUILD__PHHAL_HW_RC663 - There is a specific macro defined for
including / excluding each SW
component

#define NXPBUILD__PHBAL_REG_LPCOPEN_SPI

- Components can be included /
excluded depending on the

#define NXPBUILD__PH_KEYSTORE_SW application requirements or to
optimize memory footprint.

ol M.;;l..... i i i i m
CHI raning EEENN - Components not included in the project build




USING THE NFC READER LIBRARY:
DISCOVERY LOOP CONFIGURATION




Using the NFC Reader Library

Detection Detection Detection
Detection Type A Type B Type F
NFC active @424 Detection
Type F
@212

- It is a routine that sequentially sets the reader IC in
different functional states and configurations so it
can discover the presence of tags or NFC devices
in the RF field.

Detection
1SO15693

POLLING
MODE

Detection
1SO18000-P3M3

- The discovery loop completes the following
functionalities:
- Technology detection: Detects whether there is another

device or tag to communicate with and, if so, what
technologies it supports.

- Collision resolution: Detects the presence of multiple
devices or tags and enumerates the different identifiers.

- Device activation: Activates a particular device or tag to
establish a communication.

[
L

33 Knowledge



Using the NFC Reader Library

Discovery loop — Configuration settings

Detection Detection Detection

Detection  Type A ___Type B Type F )
NFC active L @424 Detection
Type F

@212

phacDiscLoop_SetConfig(...,
PHAC_DISCLOOP_CONFIG_PAS POLL_TECH_CFG)

Detection
S015693

POLLING
MODE

Detection [** Configure technologies to be detected in passive poll mode */
1SO18000-P3M3

#PHAC_DISCLOOP_POS_BIT_MASK_A -> Detect Type A.\n
#PHAC_DISCLOOP_POS_BIT_MASK_B -> Detect Type B.\n
#PHAC_DISCLOOP_POS_BIT_MASK_F212 -> Detect Type FELICA @ 212K
#PHAC_DISCLOOP_POS_BIT_MASK_F424 -> Detect Type FELICA @ 424K
#PHAC_DISCLOOP_POS_BIT_MASK_V -> Detect Type V /1SO 15693.\n
#PHAC_DISCLOOP_POS_BIT_MASK_18000P3M3 -> Detect ISO 18000p3m3

For scanning just Type A cards:

phacDiscLoop_SetConfig(...,
PHAC_DISCLOOP_CONFIG_PAS POLL_TECH_CFG,
PHAC DISCLOOP_POS BIT_MASK_A)

VRN raining PSSR - Affected discovery modes for the macro



Using the NFC Reader Library

Discovery loop — Configuration settings

Detection Detection Detection
T

phacDiscLoop_SetConfig(...,
PHAC_ DISCLOOP_CONFIG_ACT_POLL_TECH_CFG)

[* Configure technologies to be detected in passive poll mode */

#PHAC_DISCLOOP_ACT_POS_BIT_MASK_106 -> Detect active target @ 106K
#PHAC_DISCLOOP_ACT_POS_BIT_MASK_212 -> Detect active target @ 212K
#PHAC_DISCLOOP_ACT_POS_BIT_MASK_424 -> Detect active target @ 424K

- Affected discovery modes for the macro m

AL
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Using the NFC Reader Library

Discovery loop — Configuration settings

Detection Detection Detection
Detection Type A __Type B Type F )
NFC active = @424 Detection
Type F
@212

phacDiscLoop_SetConfig(...,

Detection PHAC_DISCLOOP_CONFIG_PAS_LIS_TECH_CFG)
1SO15693

POLLING
MODE

O,

Detection [* Configure technologies to listen for in passive listen mode. */
1SO18000-P3M3 :
#PHAC_DISCLOOP_POS_BIT_MASK_A -> Listen for Type A.\n

#PHAC_DISCLOOP_POS_BIT_MASK_F212 -> Listen for Type FELICA @ 212K
#PHAC_DISCLOOP_POS_BIT_MASK_F424 -> Listen for Type FELICA @ 424K
#PHAC_DISCLOOP_POS_BIT_MASK_B -> [Not supported]
#PHAC_DISCLOOP_POS_BIT_MASK_V -> [Not supported]
#PHAC_DISCLOOP_POS BIT_MASK_[S018000-3M3 -> [Not supported]

- Affected discovery modes for the macro m

e,
36 BRI K owieage



Using the NFC Reader Library

Discovery loop - Start
Detection Detection




Using the NFC Reader Library

Discovery loop — Find detected technologies

- Get information about the detected NFC tags or -« Checking whether one particular NFC tag or NFC
NFC devices. device has been detected can be done by using
the defined bitmasks

phacDiscLoop_GetConfig(

PHAC_DISCLOOP_POS_BIT_MASK_A
PHAC_DISCLOOP_POS_BIT_MASK_B
PHAC_DISCLOOP_POS_BIT_MASK_F212
PHAC_DISCLOOP_POS_BIT_MASK_F424
PHAC_DISCLOOP_POS_BIT_MASK_V

pDataParams,
PHAC_DISCLOOP_CONFIG_TECH_DETECTED,
&wTagsDetected);

PHAC_DISCLOOP_POS_BIT_MASK_18000P3M3
- Macro to check that a Type A tag was detected PHAC_DISCLOOP_ACT_POS_BIT_MASK_106

PHAC_DISCLOOP_ACT_POS_BIT_MASK_212
PHAC_DISCLOOP_ACT_POS_BIT_MASK_424

PHAC_DISCLOOP_CHECK_ANDMASK(
wTagsDetected, PHAC_DISCLOOP_POS_BIT_MASK_A)

AL
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USING THE NFC READER LIBRARY:
SIMPLIFIED API




Simplified API

40

Provides a high level abstraction access to the NFC Reader Library.

It is focused on simplicity and aimed to write an NFC application with
minimum code

It can be combined with the use of the “standard” NFC Reader
Library stack API

Three different channels available:
- NFC Forum channel: used to transfer NDEF messages.

- EMVCo channel: used to transfer ISO 7816 APDU’s over the ISO 14443-4
protocol, according to EMVCo L1 spec.

- 1SO channel: general channel, used to transfer raw data transfer on
block/frame level.

Simplified API

[

L |



Simplified API

Write NFC applications using as less code as possible

o : Profiles
e Initialize the NFC Reader Library phNfcLib_Init();
phNfcLib_SetConfig_Value(
e Set the profile (1so, EMvCo or NFC Forum) PH_NFCLIB_CONFIG_ACTIVATION_PROFILE,

PH_NFCLIB_ACTIVATION_PROFILE_ISO);

a Activate the card or peer phNfcLib_Activate(wTechnologyMask, &Peerinfo,
NULL);
0 Send / Receive data phNfcLib_Transmit (...);
phNfcLib_Receive (...);
o Deactivate and release peer phNfcLib_Deactivate(PH_NFCLIB_DEACTIVATION_MODE_RELEASE,
&Peerinfo);

@ De-initialize and reset internal structures

NFC Forum

EMVCo

phNfcLib_Delnit();

AL
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SOFTWARE EXAMPLES




NFC Reader Library

Release contents

~ NFC Reader Library APl —— Software examples — Documentation
i v4,040.04.001641
e - = SIS L T b wﬁ::u&l?{:ﬁunnqm”mm“
R = 2 il e Introduction
ﬁﬁﬁﬁﬁﬁﬁ e
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Example 1: BasicDiscoveryLoop

~Functionality

~— Benefits

44

- Scans for NFC tags and NFC devices and

displays the detected device information (such
as UID, SAK, Product Type for MIFARE cards)

If multiple technologies are detected, the
example will select the first detected technology
to resolve.

- Shows how to poll for different technologies

(NFC tag, P2P, HCE), detect and activate them.

- Shows the discovery loop initialization and

configuration

« Shows the use of both POLL and LISTEN

discovery loop modes

Initializes BAL&HAL components
phPlatform_Init()

Initializes PAL/AL and other components
phApp_RdLiblInit()

|

Get poll config
phacDiscLoop_GetConfig()

Configure poll state and LPCD (if active)
phacDiscLoop_SetConfig()

Start Discovery loop
phacDiscLoop_Run()

Multiple
detection
yes no

Solve
collision

v

Activate and display info

[

L |



Example 2: AdvancedDiscoveryLoop

45

~Functionality

- Scans for NFC tags and NFC devices and
displays the detected device information (such
as UID, SAK, Product Type for MIFARE cards)

If multiple technologies are detected, the
example will select the first detected technology
to resolve.

~ Benefits

- Shows how to poll for different technologies
(NFC tag, P2P, HCE), detect and activate them.

- Shows the different configuration options of the
discovery loop.

- Shows the use of both POLL and LISTEN
discovery loop modes

Initializes BAL&HAL components
phPlatform_Init()

Initializes PAL/AL and other components
phApp_RdLibInit()

v

Load profile
LoadProfile(PHAC_DISCLOOP_PROFILE_NFC)

v

Get poll config
phacDiscLoop_GetConfig()

v

Configure poll state and LPCD (if active)
phacDiscLoop_SetConfig()

v

Start Discovery loop
phacDiscLoop_Run()

Multiple
detection

}

Solve
collision

Y

Activate and display info

[
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Example 3: NFCForum
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~Functionality

- Scans for NFC tags and NFC devices and

displays the detected device information (such
as UID, SAK, Product Type for MIFARE cards)

It implements an SNEP Server and SNEP client
for NDEF data exchange between peers.

~ Benefits

- Shows how to implement the P2P mode and

reader function to detect Type A, Type B, Type
F, Type V and 1ISO18000-3M3 tags.

- Shows how to exchange NDEF messages

between two NFC-enabled devices.

- Shows active and passive communication

modes.

Initializes BAL&HAL components
phPlatform_Init()

Initializes PAL/AL and other components
phApp_RdLiblInit()

Enable SNEP Client or Server (if defined)

v

Configure Discovery loop
LoadDiscoveryConfiguration()

v

Configure poll state and LPCD
phacDiscLoop_SetConfig()

Start Discovery loop
phacDiscLoop_Run()

Multiple
detection

!

Solve
collision

v

Activate and display info

[

L |



Example 4. MIFARE Classic
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~—Functionality

Detects MIFARE Classic cards and displays
information like UID, SAK and ATQA.

Performs a sector authentication, block read
and block write operations.

— Benefits

Shows the discovery loop configuration for
MIFARE Classic detection.

Shows the usage of standard MIFARE Classic
commands (Authenticate, Read, Write).

Shows KeyStore use.

Initializes BAL&HAL components
phPlatform_Init()

v

Initializes PAL/AL and other components
phApp_RdLiblInit()

v

Initializes Discovery loop and keyStore

v

Configure Discovery loop
phacDiscLoop_SetConfig()

v

Configure Discovery loop for Poll Mode
phacDiscLoop_SetConfig()

Start Discovery loop
phacDiscLoop_Run()

Detect and activate card

|

Operates with activated card

!

Display info

[
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Example 5: ISO/IEC15693

— Benefits

48

~—Functionality

Detects an ISO15693-compliant card and
displays tag type and tag UID information.

Performs a block read and block write
operations.

Shows the discovery loop configuration for
ISO15693-compliant tag detection.

Shows the usage of the most important
commands for working with ISO15693-
compliant tags.

Initializes BAL&HAL components
phPlatform_Init()

v

Initializes PAL/AL and other components
phApp_RdLibInit()

v

Configures Library for type V cards
phApp_Init

v

Configure Discovery loop for Poll Mode
phacDiscLoop_SetConfig()

Start Discovery loop
phacDiscLoop_Run()

Detect and activate card

|

Operate with activated card

}

Display info

-
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Example 6: EMVCo Loopback

~— Functionality

- Implements a loopback application which is
used to perform EMVCo 2.5 (L1) digital
compliance validation.

- It can be tested with payment cards

— Benefits

- It can be used to conduct EMVCo Level 1 PCD
certification

49 Knowledge

Initializes BAL&HAL components
phPlatform_Init()

Initializes PAL/AL and other components
phApp_RdLiblnit()

Load EMVCo default settings
LoadEmvcoSettings()

Configure Discovery loop for Poll Mode
phacDiscLoop_SetConfig()

Start Discovery loop
phacDiscLoop_Run()

Detect card

|

Get parameters of detected techonlogy
phacDiscLoop_GetConfig()

EMVCo data exchange

[
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Example 7: EMVCo Polling
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~—Functionality
- Detects an EMVCo payment cards.

- It displays the response of the detected EMVCo
card after the select PPSE command.

— Benefits

- Shows the discovery loop configuration for
EMVCo payment card detection.

- Shows the exchange of APDU commands with
EMVCo payment cards.

Initializes BAL&HAL components
phPlatform_Init()

Initializes PAL/AL and other components
phApp_RdLiblnit()

Load EMVCo default settings
LoadEmvcoSettings()

Configure Discovery loop for Poll Mode
phacDiscLoop_SetConfig()

Start Discovery loop
phacDiscLoop_Run()

Detect card

|

Get parameters of detected techonlogy
phacDiscLoop_GetConfig()

EMVCo data exchange

[

L |



Example 8: HCE T4T
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~ Functionality

- Implements a Type 4-Atag card emulation with
a default NDEF message stored on its memory.

- It supports all specified commands such as
Select, ReadBinary, UpdateBinary, etc

- It allows both reading and writing and NDEF
messages into the emulated card.

~ Benefits
- Shows how to emulate a Type 4 tag and to
perform read and write operations.
- Shows how to set NDEF data into a Type 4 tag.

- It can be used to test against 1ISO10373-6 PICC
test specification

Initializes BAL&HAL components
phPlatform_Init()

v

Initializes PAL/AL and other components
phApp_RdLiblInit()

v

Configure CE parameters and semaphores
phApp_Initialize()

v

Start Discovery loop in listen mode
phacDiscLoop_Run()

Detect card

v

Activate ISO 14443p4mC
phpall14443p4mC_Activate()

v

Activate HCE, perform all functionalities
phceT4T_Activate()

Reset Reader Library layers
phpall14443p4mC_ResetProtocol()

[
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Example 9: NTAG I°C

Initializes BAL&HAL components
phPlatform_Init()

—Functionality

- Detects an NTAG I2C tag and displays e P g o
information like UID, ATQA, SAK and version.
Configure Discovery loop for poll mode
. Performs a SECTOR_SELECT, page READ g phacmscmoé_sé’mnﬁzo
and page WRITE Opel‘ation. Start Discovery loop

phacDiscLoop_Run()

Detect card

— Benefits : v
Check type A and type 2 card
- Shows the discovery loop configuration for v
NTAG I2C tag detection. Select Se;;‘;jjfg?_ge%?;ng;;g’eg's‘efs
« Shows the use of commands to communicate Select and read from page 5 1o 8
with NTAG I2C product phaimiul_fastiead)

Select and write from page 5to 8
phalMful_Write()

Reset Reader Library layers
phpall14443p4mC_ResetProtocol()
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Example 10: Simplified API ISO

—Functionality

- Implements sample applications for MIFARE
Classic, MIFARE Ultralight, MIFARE DESFire, Initializes Reader Library components
Type B, ISO/IEC15693 and ISO/IEC18000-3M3 e
using the Simplified API with an 1ISO profile. Configure ISO profile

phNfcLib_SetConfig_Value()

Activate card
phNfcLib_Activate()

— Benefits

Select reference example

- Shows how to use the Simplified API with an Performtxample

ISO profile. i

- Shows reference implementations for the usage ohNicL b Desclivatel
of the Simplified API related to MIFARE Classic,
MIFARE Ultralight, MIFARE DESFire, Type B,
ISO/IEC15693 and ISO/IEC18000-3M3 tags
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Example 11: Simplified APl EMVCo

— Functionality

- Implements a loopback application using the
Simplified API to perform EMVCo 2.5 (L1)
digital compliance validation.

— Benefits

- Shows how to use the Simplified API with an
EMVCo profile.

It can be used to conduct EMVCo Level 1 PCD
certification

54 Knowledge

Initializes Reader Library components
phNfcLib_Init()

Configure EMVCo profile
phNfcLib_SetConfig_Value()

Activate card
phNfcLib_Activate()

Transmit PPSE Select APDU
phNfcLib_Transmit()

Receive PPSE Select APDU response
phNfcLib_Receive()

v

Perform EMVCo loopback

v

Deselect card
phNfcLib_Deactivate()

[
L
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NFC Reader Library

Release contents

~ NFC Reader Library APl —— Software examples Documentation
- < SR i v4,040,04.001641
e — e e o e
R = Introduction
ﬁﬁﬁﬁﬁﬁﬁ e

© Intendes Audience

Overview

Tre loesey
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vor,
o NP Metwork Protocol Lavery
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56 wr?g\nleedé,e



NFC Reader Library reference APl documentation

- The NFC Reader Library
reference API is also delivered in
HTML format.

- It is the most friendly way to go
through the NFC Reader Library
API

- It is generated from source code
annotations

- It can be found in:
“\NxpRdLib\docs\14 user doc”

57 Knowledge

NXP NFC Reader Library v4.040.04.001641

NXP NFC Reader Library

Introduction

Gverview

Layeriodel

APl Reference

DISCLAIMER OF WARRANTIES
LIMITATION OF LIABILITY’
Revision History

v

» Modules

b Data Structures

NXP NFC Reader Library Documentation

Introduction

+ This document describes the NXP NFC Reader Library Version v4.040.03.001640 that supports the Reader Frontend ICs
namely PN5180, PNEV512B, CLRCE63 and Reader NFC Controller PN7462AU. The source code is intended to run on NXP
LPC1769/LPC11UE8 connected to PNEV512B v1.5 CE Certified blue board/CLRCE63 Blue board v3.0/ PN5180 TFBGAG4
performance board v1.0, FRDM-K82 Board connected to PN5180/RC663/PN512B,RasperryPi Board connected to
PN5180/RCE63/PN512B and on the PN7462AU CortexM0 based ucC.

+ Intended Audience:
o This document is a reference to be used by the SW designers, implementers and integrators.

Overview

The NXP reader library is encapsulated into Layers and Components written in ANSI C. The library structure provides a modular way of
programming and setting up the reader interface. The reader library consists of below layers

« BAL (Bus Abstraction Layer)

« HAL (Hardware Abstraction Layer)
« PAL (Protocol Abstraction Layer)
« SA (Simplified API Layer)

« AL (Application Layer)

AC (Activity Layer)

« CE (Host Card Emulation)

« LN (Link Abstraction Layer)

« NP (Network Protocol Laver)

L3
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NFC Reader Library reference APl documentation

Browse the

C Reader Library vao40.04.001641

Explore the

module API

Bus Abstraction Layer

P Hardware Abstraction Layer

» Protocol Abstraction Layer

¥ Simplified API Layer

¥ NXP NFC Library Top Level APl

» NFC NXP NFC Library Definitig
» NFC Library Configuration Tag
» NFC Library Functions

P Application Layer

» Common

b Activity Layer

P Host Card Emulation

» Link Abstraction Layer

» Network Protocol Layer

>

b Data Structures

Functions

API

phNfcLib_Status_t

phNfeLib_Init (void)
Initialize the NFC Library. More ..

phNfcLib_Status_t

phNicLib_Status_t

phNfeLib_Status_t

phNfeLib_Status_t

phNfeLib_Status_t

phNfcLib_Status_t

phNfcLib_Status_t

phNfcLib_Status_t

wvoid *

phNfeLib_Status_t

phNfcLib_Delnit (void)
Deinitialize the NFC Library. More.__.

phNfcLib_Activate (uint16_t wTechnologyMask, phNfcLib_Peerinfo_t *peel

Run the Activation Procedure. More. .

phNfeLib_Transmit (void *const pTxBuffer, uint16_t wTxBufferLength)

Send Data to an Activated Peer. More...

phNfcLib_Receive (uints_t *const pRxBuffer, uint16_t ‘pNumberOfBytes, uints_t ‘pMoreDataAvailable)

Receive Data from an Activated Peer. More...

& 2phNicLib_ErrCallbck ErrCallbck)

Get detailed function
description

phNfcLib_SetConfig (uint8_t bConfigTag, const uint8_t *p
Set Configuration Parameter. More. ..
phNfcLib_SetConfig_Value (uint8_t bConfigTag, uint32_t
Set Configuration Parameter using a Value. Maore...

phNfcLib_GetConfig (uint8_t bConfigTag, uint8_t “pConfig
Retrieve a configuration parameter value. More...

phNfcLib_Deactivate (uint8_t bDeactivateMode, phNfcLib
Deactivate an Activated Peer. More_.
phNfcLib_GetDataParams (uint16_t wComponent)
Retrieve the pointer to the dataparams structure of an intern:
phNfcLib_AsyncAbort (void)

Used to asynchronously stop HAL waiting for RF event and €

phNfcLib_Status_t phNfeLib_Init { void )

I

Initialize the NFC Library.

Calling this function initializes the NFC library including all its relevant protocol and hardware abstraction layers. It also calls the initialization
functions for the underlying platform. After calling this function all other functions of the phMfcLib module may be used.

Precondition
NFC library must be in state RESET

Postcondition
All APIs are allowed to be called. NFC Library is in state INITIALIZED

Return values
PH_NFCLIB_STATUS_INVALID_ STATE NFC Library had been in a wrong state when calling this function.

Function Documentation

Generated by d_g_.).(_Mggn 181
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NFC Reader Library

60

It is the SW support for NXP’s NFC frontends
and NFC controllers with customizable
firmware

A modular, free, multi-layer software library
written in ANSI-C that provides all the APIs
needed to complete a design and prepare it
for certification

Easily portable to multiple design
environments and platforms

Complemented with software examples
illustrating typical use cases.

Knowledge

Demo apps.

Reference Application

M\FARE
Classi
s

MIFARE M\FARE P tig | Jewell [NFC Forum| ISOMEC | ISO/EC | ICODE
Topaz a 16693 [ 180003m3 |  sUI
EW
s s sw

Ref App.
Compliance

EMVCao Profile

1SO Profile Ref
App

ISONEC ISOAEC ISONEC MIFARE ISONEC elica
14443 14443 14443 14443 ‘compliant
ewel 38 aA 4 4mC
& & - = s o

PN5180

RCB63 PNSIZI pnras2au

RC523

LpcOpeni2C | LpcOpenSPI | Kinetisl2C | KinetisSPI RaspbemyFi Raspbem
Common (Layer independent)
Key Store | 150144434 | Tools Log | OSALUEs | CoploSym | CoyptoRng ehPlatiorm
€D Man. | (CRC. Pariy)
L
i amm e | = mas cras e e

Latest version and information available at:

[

Simplified API

L |



http://www.nxp.com/pages/:NFC-READER-LIBRARY

MobileKnowledge

Software development in Android and iOS MIFARE applications

Embedded software for MCUs End-to-end systems, readers and card-related designs
JCOP, Java Card operating Systems EMVco applications

Hardware design and development Readers, cards, design for test compliancy (including PCI)
Digital, analog, sensor acquisition, power management Secure Element management

Wireless communications WiFi, ZigBee, Bluetooth, BLE GlobalPlatform compliant backend solutions

Contactless antenna RF design, evaluation and testing Secure services provisioning OTA, TSM services

MobileKnowledge
Roc Boronat 117, P3M3
08018 Barcelona
(Spain)

contactless revolution

Getin touch with us

MOBILE
WORLD CAPITAL.
BARCELONA
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https://www.google.es/maps/place/MobileKnowledge/@41.402408,2.1926513,17z/data=!3m1!4b1!4m2!3m1!1s0x12a4a33d3b71de05:0xcb1b84b268066826
http://www.themobileknowledge.com/
mailto:mk@themobileknowledge.com

Design and implement NFC applications

Session 4. NFC Reader Library- SW support for NFC
frontends and NFC controllers w. custom. FW solutions

Jordi Jofre (Speaker)
Angela Gemio (Host)

Please remember to fill out our (pop-up)

Check your email for and on-demand addresses

Please check NXP and MobileKnowledge websites for
and
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http://www.themobileknowledge.com/content/knowledge-catalog-0
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